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(57)Abstract 

PROBLEM TO BE SOLVED: To actualize a system by which a 
ciphered contents key is selected selectively from header 
information and the contents key is obtained in a device 
reproducing contents. 

SOLUTION: A contents key used to decipher ciphered contents is 
ciphered with different ciphering processing keys and stored as the 
h ader information of the contents. One of contents keys is a piece 
of data ciphered with a cipher key provided by an effective key 
block(EKB) having a data structure where keys are made to 
correspond to nodes on a path from the root of a key distribution 
tr e structure to Its leaf and which data structure can be 
deciphered only by a specific device, and another contents key is a 
piece of data ciphered with a key inherent to a storage device, and 
a contents reproduction execution device selects the cipher key 
data selectively and performs processing. 




3L 



'If 



LEGAL STATUS 

[Date of request for examination] 

[Date of sending the examiner's decision of rejection] 

[Kind of final disposal of application other than the 
xaminer s decision of rejection or application converted 
registration] 

[Dat of final disposal for application] 
[Patent number] 
[Date of registration] 

[Number of appeal against examiner s decision of 
rejection] 

[Date of requesting appeal against examiner s decision of 



http://www1jpdljpo.gojp/PA1/result/detail/main/wAAAa13983DA414108710P1„ 2003/05/27 



0 



(i9)B*ii#rF«= (JP) (i2)^H1^sf (A) (urnvftam^m^^ 

^1^1820 0 2 - 1 08 710 

(P 2002-10871 OA) 
(A3)&^B ¥fi£14^4^12B(2002.4.12) 



(51)Int.Cl. 

606F 12/14 
12/00 
G09C 1/00 

H04L 9/08 



320 
5,37 
630 



F I 

G06F 12/14 
12/00 
609C 1/00 

H04L 9/00 



320 B 5B017 

537 H 5B082 

630 A 5J104 

630 B 

601 A 



$^sfi^ 5^11^ a^^(Dm9 OL (±49X) MtiMizm< 



( 21 ) aiPS^ i|t 112000- 247460( P 2000 - 247460 ) 

(22) ailSSB ¥/S12^P 8 ^170(2000.8.17) 

(31 )ffi$fe1S±5BS^ !f#M2000- 222122( P 2000-222122) 

(32) «5tB 3p)E!X12;^7^24B(2000.7.24) 

(33) ff5fefil^5Ra B* (JP) -. 



(71) i±JlilA 000002185 

^^iPSJIIE:|bSJIi6TB 7«35^ 

(72) l6fla# K± ffiB 

m^§|5SillE:ibS)ll6Ti 7S35^ V: 

(72)^W# 5M 1^- 

mm§|5aJIIE4tSJII6TB 7S35^ V: 

(74)RaA 100101801 



(57) [gt^] 





iJ'«B£S:i^oWJa<b:Sr-ra <;'^ (EKB) lcj;oTa 



C 



I 




BQOlt 



i 



(1) 



TMt-C. W ii u ^a^ l t 



<: 



2 



1 

7 ic & ^ + - £ m> M 1 1 & - u - ^ fit EE -r 2. M ^ ± 

m'r—^^^tsMm\.^—-f'a^y^ (EKB) tioT 
Bf^^b^flfe^-Bi^^— (KEK) -r-^SEKBS© 
=^-Bg^:^- (KEK) 

(K s t m) 20 

[8««ia3] Htil3EKBE{f:*^-Bt^:t- (KEK) * 
^trWJS}{b^-7-D ^7 (EKB) (i, 

■5'^-b>;^«;^#07^/w:^^^^5v^T®^^^pJtg■r-. ie 
^qItl'&;WJ»ft^-:rD-y^' (EKB) i^UTlSfiE^n 

T I ^ c t Srit^sifc-r ^isatifi 2 {cietEcDtiifgKisi';^ 

T^Ao 30 

flrilBEKBEfi^-Bi^^- (KEK) CDt&ifrtcr)W3te^ 
SKS'Jt^- 1$' * ^trlSfiiiT- ife S c i: ^ -r ^ IS 

> 5^ > S eifl 1- leiS^ti i: s 

HtilBS^^giis 40 
mim.^oy^^Vc $ n 3 > 7^ > Bt^iSlSiacD t, ^ -fn 

ti«J5£T- ife 4 C: i; t ^ S ISSRJS 1 * tt 2 t g3«© 

[sSsRiie] Buiewja^bdr-^D-v'j' (ekb) tcio 

TIlg-^^b$nSt0t$tX?.EKBiS{s=^r-llt^:^- (KE 
K) tt. laft (^wi^ay) mSAS'k^fn^ IftRSOM 

2 {ci3ffi©ti$R4!iS :^ X A . 

iisaJcii 7 ] Bui3ts^i!aa->^7^ A{±, so 



_^ !|^gfl2 0 0 2- 1 0 8 7 1 0^ 

BUI3S4SSU:. 

;^M^— (Kstd) T-ai^<bbTB4^Hl*i© 

i3m#ist telft u fc«fi£& wr s c * ?$sti: -r s 
oa 1 t83«6®««ffiSi';^7^A. 

(IS*II8] mj§B+i$8j!!iS->X7^Att. 

> 7^ > Sl&tfi 1- 5> §31iS^a i: X 

Bug3i3«safc»irt*nfc3>7^>«>®s^*^fT-ri 

Bijl37^>'W:^ttx 

7*-C-©>'^>^±©;»'—b, iJiVJ — 

7 tc & SMf&f't fc :^r— U -ffiEKtl'. i 3 •) - 
7 (C?^tt;i,T^S$nfc 'J -7^SiJ^^«:S5fei^aF*3©g3 

1 i-i3i?©ti«jeLs^x7^A. 

( ISStiM 9 ] fii3WfRm?i •> X 7^ A li. 

> y &««-r sBis^a i: . 

«a®W*^a«r U - 7 t b-C«lfi£Lfcy 'J -CD^b- h 
*^?> ')-7iT-©/^::^±©;i/— i5J:i5U — 
7t:^'^JE~&?*jSf^Jtfc=^-'y'J-«BE4's SB'J- 

7fc?*je;uTH;S$*ifcu-7:%^-$:. s^^aaw® 

(Kstd) -eBf^^bUTH^Sai^® 
HulBS^Saa^o;^ hU-i^^- (Kstd) tt, gy 

13=*-- 'J -mwz i5tt 4s^siatc?tfBr s - 7 © 

WLht^miStm 1 (ri3ic©ii«5!ia'>^5^A. 

[it3<JIl 0] HUl3tt^Mlii->7x7^Att. 

> 7^ > S IBIt^a . 

8[»©S^IIB& 'J -7 1 UT«fi£bfc-;"J h 
*>^'J-7iT-©>'^;^±©;u-h. 
7^c&❖df:-s:^^£;{^t^^fe^^-<;/^;-^^lBE^•. sb'J- 
7^c?^^&tTi^^^^^/i'J-7:3r-^za-:3^,^T^ Bul3=^- 
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iiUt^T^-'W;^*— ::?"D':'i7 (dkb) SS^sart 

ro'^Tk < i: 1 W±o=¥~S:Ttii*-lc J; t)Bf^{bbfc 
-frij^-V^l/WSb-fb*— T'D (EKB) $rB^^Brt 

mm. 1 tci3S6©ftffifi!iSi>';^7^A, 
[SSS^JSl 2] Si}gS'f-->-v;i/WSa<b^-:7"D«yi' (E 
KB) tt. Buf3:^r-';'';-«iE£®RffSI6lc«EE?ia5 1 20 

t §3«i®tt«i®s ;^ 7^ A . 

> >;/ ^^mmm n > 7^ > ^it.f't W t -J^tS^K i: 

❖Dt^fbL'-c^j6ELfcS&©iii^<b$nfe:3>7^>';'Bi 30 

CDSir^-x i5J:UfT12=JP-lcJ;i)±Ci=^~©Bi^<bi?n; 
rn'r—S^^^tf^mt^^-yoyi^ (EKB) Ci^T 
l©^<b$tLfc:i(r-^^*- (KEK) T-feSEKBEfi 
=3P-Bt^^- (KEK) 40 

3>7^>\y$:Stft-ri)S3m^atrHwo;^ vx^-i^^- 

(Ks tm) i:. 

[if^ltJIl 5] BiII3EKBE<s=^r-at^*- (KEK) 
S^trW^^bdE—T'O^/^ (EKB) a. 
By83*-*>'J-Oi;-7Sfi|j5£-rS7^''W;^4', 

7 -b ^Jf OT'M'f 7{cib'v^T©i^<.«^ RjtgT\ IE 

^RJtg'&:*?»{b^-rP (EKB) i: b-C#lJ5S,$n 50 
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■r^^?)C:i:&itt0S^:■r5sl5^IBl 4 tci3®©tS«lffiia;? 

a. 

[ISJi^rBl 61 H!il3'^^'iJ^til«i(ctt. 

B5i3EKBi2e=5E~fii*=^r- (KEK) ©SiN^cDW^S: 

Jii 4 1 i3m®ts«J5!M;5?i. 

iVIiimi 71 HJii3til?R5!iS:S&H:> 
Siiffl-v yff #gi5 J: U^K-s ^-tf in A5?^f6ft t n 

b t =1 > > Bg-^jaS^ ^ ffl V X T Bui33 > 7^ > © 
ffi^«LSS:Hff 1- S :i t 1- Slg^iS 1 3 S fctt 

1 4l;:83«©«««!.3l;?». 

BuiB-^ ytf ^4i5 J: v^m^ ^'ts^ A^Mjjif't tt e. n fc 3 

> 7^ > S tetft b t i3iS^gi» e> ® 3 > 5^ > S^JQ-a 

aS^Ov^.' W •) - 7 t bT«J6£ b tz V 'J -©;i/- h 
ipt> 'J— 7^-e©''^:^±®-'i'— hx y-h\ i5J;i>''J- 

7t?tjS;bTK^$nfc'J-7:^-tc»^i%Tx §583=^ 
- <y 'J — © S B U - 7 e.±fitr M s /^x±©?tStS:© 
S jfe «. - K & fflS'J Di^(b b Df^lb ^ — ©.^^ 
i:bT©5^>'W;^*— T'P 2'^ (DKB) ©^-^ifflac 
J; ?) — K ^Siff -r -5 D K B 7^ y r i: . 
ajif bfey- ^•^-^cs•:5(,^Tf]i3«m=^^-7•D 'y>? 

(EKB) ©j^!I,SS:II^T•r•5EKB«lSX7^•;'7■^:, 
SII?f-rsci:S:?$Sli:-rsii5RiSl 4 t:i3«8©ti5«i«i 

\.mmm \ 9] =I>7^>^y©i3Si^fc{4S^^£II^T-r* 

>7">>;'^- : Kcon&a>5">'>l::?^tt>ft{tfe'\f 
^'tS^i: b-rSolBIBm^atfeiiiflb^ i^-x-v^'tf^gtlJ© 
nyT^^U^^— : Kc on^:ffl^^T^^&3>7^>>>'©8g 

|ye33>7^><>':<^— : K c o n$:S'a:i>+-Bg^i!lSS 
T-lif^(bbtJSIit©Bi^<b=i>'r>'7^-K c onS:^ 

tr <y ^'ti $g Hti I3i3ms s isifl -r S m ^: * r C 

[lfARil2 0] Bui3S'&:S=^-Bi^SaSJ8J±. 
S&©mfB5!i?i^a& 'J -7 i: bT«fi£ b t ') -©;w 

- h -7 s-t-©/<;^±©;i/- hx J-Y. ni^if- 

^b«iS7^-^*#trWJa{b=^-ro (EKB) Hct 
•3TBf^{b$nfcdr-Bi^^- (KEK) TfeSEKB 
iB{s='P-B§^=^- (KEK) i:. 



(Ks tm) 

[m^m2 n mjlBEKBiEls^^-Hi^^- (KEK) 
^^tsmmh^-yo^:/^ (EKB) tt. 

^5v^T^±^^^^RJS6'&:*?^!J{b:^^-rD (ekb) t lo 

H(ilBEKBia<i:ir-Il§^=>E^- (KEK) 

IR 2 0 IC g5«e®fi» fii«!.31^B. 

[iSsRii 2 3 ] mifBtg^Biasi^Btt. 

> *is«rti-5fBifi«at<&ti«igf nfcn > 

H4*llfT-t-5«fi£*WU 20 

dp— K c o nSUlff U> iS5lf#Ufc3>7^>";;^— : K 
c o n ffl I ^ T fj IS n > 7^ > <>' ® ^ Htf f i. « 

> 7^ > >y $r <Slft-r ^ IBIt^MtclSIrt? =» > •;/© 

s^&HfT-rsiSfiEiWb. 30 
SBHWwx hV'-s;:^?- (Kstd) T-af^fbUTtil 

i^eai:-rsigsi5fl 1 9 iciB«ii©msiS!is^s. 
[gii^ii 2 5 ] 9M^mm!m.wA.. 

y^-y SrtSIAI- IBit^BtlSIrt ? n >7^ > <;/® 40 

-hA>e>'J-7ST:-®>'<;^±o;i/-h. ^iiv 

u -7 ^c?^f£; bTiS:^? u -7 ©nsy^i: bT© 'J 
-7i£SiJ^4<f$8j!!ia^Brt©IBfll?^®t<S$rtbfeffiE!t 

[issRifl 2 6 ] mm^mmmxt. 



(^4 ) ?|||2 o p 2-1 0 8 7 1 0 

■ ' i 

^a©tf $85a,JlSBS 'J -7 i: bT«^ bfc':/ -©;i/ 

-^*»^>»;-7*•r•©-'^;^±©-»^-^^ *5<tv 

'j-7icMii&bT^s^nfeu-7^-$. m'^mm 

mMm^(D7sYV-i?^- (Kstd) T-Bg^ibbXtf 
«m3^Bl^©8BfiS^@lc«(A b;&«S«$ W b. 
BulBISffijaBi^BHW©;^ h l^-i^^^- (Kstd) 
\±s HUIB:Jr-^>'J-«fi£ti3itsttffi5!iS^Bic*tr£;t 
-2> U -7© 'J -7§ES•J?^^c:S•:3v^T^fi£$i^S 
^:i2:«:4$»2:-r&ift^ill 9 (cgB«i©tS$K«iS$IB. 
[ii5RiI2 7 ] mJlBtSffiJOfS^BIi. 

hIjIB'v V yff $g J: ^j^tsfgA^m^ft It e> n fc a 

> 7^ > s<&«ft-r s ism^sic istA $ nfc 3 > 7^ > «;/ © 

a?s©tf ^sOiS^a^ >; -7 a bT«ij5K bt -vj -©^v 

— h*^f> 'j-7iT-®/^;^±©;i'— y — *5J:tf 
';-7ic^'!<'=^f-^?tj«;{^itfc:^-y';-«ifi£if>^ sb 
';-7^c?^^SbTi9:^^f^^:lt'J-7#-^cac5^^T. b5 

g3+- -© e B - 7 ±(41^ M /^T, ±©s!^ 
©©M^fesy- Kdp-sfflsijicDi^fbbfeDi^Ybdp-© 

^&i:b-t©7^>'W;^:^-7D.;;i' (DKB) 

^^ai*i©iB«^Sic1Stft bfe<#fi£^*i-?. CI i: sita 
t-rSiisRiI 1 9 lcs3i2©tSSijaiSiSB. 
ClisRXI 2 8 ] HulBtit^SaS^fitt. 
BuSB-s -$^t»$Ki5 J; VK'v y ^til^TbsjbffSftlt f, nfca 
> ^IStftr ■SIBtS^aizlSfftS ixfcn >7^>«;;« 
S*fe$:»Tl-S«B£S:Wb. 

«f&©ts$8iassasr 'J -7 1 bT«^bt 'J -®;v 

— h*>?>'J— 7i"t®/i:;^±©;i/— y— isiir 
'J - 7 IC S -!? ^- S: It fc iJ - « jSE-r S 
7±®'>?&: < i: <t 1 W±©=3E~«:Tfii=3p-lc J; t) Di^<b 
bfc'f-->-\'>'l/W^!l<b:¥~7D -y^ (EKB) 

ssiBrt©iBtt*at»ift bfcfis^S: w-r S C i: S:*^ 

i:^i.lS?RiIl 9lcgB«6©tSfR5!l^Siao 
[li5RlI2 9] 3>7^>«;^©Bi^5!lSlcilffl-r2.=i>7^ 

> Of-? ffliSa & 3 > > IC i&f^ It ^'mSi i: 
bTSB«^aic«*Ab. m^'ySrm^fpcDziyT^yyvs 

a-' J' • •>77^A±T-SlfT-&b«)S=)>l:^J.-'J' • 7'D 
^7ASatt1-i>7'D</7 AtStt iStftlT- O T , BUIB3 

-irBf ^<bl-5.df-Di^<b;^7^ yt. 
I5iB=^^-Bg^<b;^7^ 7•|ci^v^■c4fi£ bfcS»©Bt^{b 

iitsaic<strtt'S>;^7^«:'7'i:, 
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[0 0 0 1] 
[0 0 0 2] 

^i: :=t>^>y (Content) fciq^^) -fV^-^-i/ 

h^CD^-;/ h>7 — p<^:'J*-h\ DV 

>'r>'ytt^ tfCDR/fWI'SP C personal Compute 

r) . n^mm^. fesv^^i-y-AMigc^5l^i.rJ>7^ 20 
V'i-T^-^rogff. $>^^^it^'evt)—h\ CD. DV 

[0 0 0 3] B^^B. -y-AfiiiSx Tcm<Dmnm.u 

^mm^^&. 7-D<y7A, t'-^©^* ummuT^ 
[0 0 0 4] 'smy^-'^s m^'T-^. h^^^ayov 

e.ii?Vtti$ tlx til?li«lfg*f*:. 

[0 0 0 5] -y-Aro^^As •^«7^-^'. Di^T^- 40 

[0 0 0 6] ^-'^\znti>mmum^mM-t^ 1 o® 
jg?^ J > 7^ > g>B§-^<bgia -r- a . tti.t> 
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y'-^s iffl^T^-^. -^f— A7'D^7^A#OSfi=l>7^ 
>':'«:E?S-rsi:i:t.lCx iES^t-— y-x-fei) itJtlS^n 

[0 0 0 7] Bf^^bT^-^tt. m^©^8^ttcj:i,{l^ 

immizx^xmm°iBtfj^'^^y'-'$' tcM-rc: 
c o J: •? tjimnoim^immiz m^itm t: 

^^ibgigtc {g^{b@^ ffiv>S7^-»iig^<b> m 
[0 0 0 8 XMM^'^^-^^^^^^'^'^—^^^^^ 

• «^<b:^ajOS«lttt«'*'«:fflSfe-5is, ^© 1 00 

bTV>fct9><a^|t^<b:&^i:iif «nTU 
ASfeSo ^*iiiailf^<b;^^ttx 7^-;5'OBf^fbi!!liilZffl 

V > sjailbMi: ^ ® ffl ^ s^^lbfiS ftii 
©t.(Di:LTs ]EacDJ.-ift:^nf>Bi^{b«!fSx 
^b^zffl^^sftjias^t#bT. mtimzu^-^^iE^-^ 

lz^^7^-^7'i^±::^im^-i-?>i)<DX-&^, 
©f^afi5'5i;'5S;t D E S (7^— Bg-t^ip : Deta encry 
ption standard) ifi$>?>o 

[0 0 0 9] ±iSi(om^<mms iS.^<tizm\.^^ti^^ 

T M •> i M§[^(©-::5|p]ttgl5^ ?£iSffl UT J§ * ^ i: AS 

*»®T-fe5. c:©J;olcLTf#e>ixfcai^{b®. «^fb 
a C t a:|IS±^ qj#g i: S . 

[0 0 10] sfc. ni^fb-rst^tcffiffl-r^Hu^ 

^{015^ 0?' n ^ ;^;CT- ■& . 4iM^Bi^<b7SriCttx 
^^S® :x — If tffigffl oJtfe* £i§B« * ffl S i£T-ife 

t). !t$:^fiAt?^1-2.Bg^<bi!:«^. ^®?$SflA*s^ 
^TU^:^aMlfli€:ffl^^T8t^^bfi!l.^i^^f^ca. i^M^lci 
■:jTBi^<b^iafe:4:S(±. ^(D\^^{c^n\zm.m^i\tz 

^mk\zn\!ii'-t\>^^zi.-:>xo^H'<si^'s^mtf'-^^>i 
ttZo mmm\i.. ^mm^m^i^tzmxoDHi^pfiMti, 
©T\ ^oi^^miz i o T Bg^fb^ nfc3!cs<±«:-^fa& 

iCOR*fli)5&:*>Ot<±R S A (Rivest-Shanir-Adlema 

n) Bi^As^^. Z(DX.oti.}i^^i\^y5^-%:mmir^:zt 
J: Bi%<b3>7^>>>5:iE^a^— tf»::?*L.T©*^*'« 
^Rli^i:1-Sx;^7^AASqJS&i:&2,. 
[00 11] 

[»W*sfi?»UJ:^i:-rsSRa] ±83®J:5'&3>7^> 

•>'E{s>';^7^AT-ttv ^V-r^'^'SrBg^^bLT^— tftC 



( 6 ) ^§62 0 0 2-1 0 8 7 1 0 

U iE^5£ti— t»'0»A**■rs«^:^^-SfflV^TBf^^b i't:^ttmmt^-:roy^ (EKB) tiotaf^^b 

n>7^>^;^^-$:m-^bT3>7^>';':^— SrSfflqItIt ^ixtz^—m^^- (KEK) T-fe5 E KBiE{s^-Bg 

-rS^j^A^JS^^nTV^S. ^dr- (KEK) 3 >7^> >>> $:^SJrt-r-5i3jS^Bfc: 

[0 0 12] lE^^e^— tfr-fe2>3!)»2ip©*ij^(4. -Jift @W©xhu-$;:^— (Kstm) S^tr«fi£-Cfe 

-'W^t^-ifT^^'^-f ;^rat^3^^T^ 3>7^>>>, ^5 [0 O l 6] *^a^®tflS$!!;Si>^7^A©-|| 

v^l±n >-7=- cDEfsButcEglEiaSSr^fT-r 5. Ci: 10 iiE^«lcjba%T. miEEKBWim^-m^^- (KE 
tc ic.TfT'Ec^. -JSfi'J'JclSEmStjDV.Tttx ffl#CD K) ^^ts^mt^-ya 'if ^ (EKB) milB*- 

tta>7^>'>'^r-&Bg^ibUTjl{s&tT^f5<, ^IE;&^ ■n^ib^—y'Dyf (EKB) t LXlSfiR^nTV^^SC 

^i^mi'tzmm:^^ifi&^if. n^mt:^-^rzm%s.izi5 [o o i 7] ^igB^cotsiiifflSi^xT^Ao-ii 

i^T«:> i^;^5^A'7'f KT-«ii^ig|*5!g;'S»c«t?), HSf iiS®«t::*5V>T. St)f3-^<y^t*?KtH:. milBEKBiHfi 
mS^CDP^t^flf^i). *fcsC^®8l5itlc:45V>T ^—m^^— (KEK) ©^StftCDWM^r^NflSS'JT^— ^ 

*). &-7^>'^'r;^icc©J;-5*5Qia#ai£S9;ftSc:fcttS [0 0 18] $?>(i, *^B^©tSf|?j8i3g->x7^A0D— H 

[0 0 13] *:^B^T-a:x ±5E® J:^ JEtT^-^'^ilim tilfli3J:VsS'N.;;^rjf^Aj^^j£;{rf(;)-e,ti.fcn >7^>-:/4 

•^CDl-pS:±ijli®pg;i6fl®ffi{i';/'J— 30 m^tttc^aC^t. mti^mt^—yay^ (EKB) 

i o T «^<b * $ n S E K B Efg :^r-llif^^- 
(KEK) li. (^^-i^3>) ttft 

[0 0 2 0] ?e>tc. :^^m(omm9B!m'>:^^A<D-m 

tS^:fe <t xrm^ :J^tS«}*s«J&ft 1 1 fife :3 > S: 

^s*fi1-i>i3^s^Mi:^ Huiei3<t^stcistA?nfer3>7^ 

') - 7 tC & dp - Sr^'f^t It fe 'J -^SS.'I'x g B 

W®;^hb-5;:^- (Kstd) T-B§^<bL-r»^Sia 

So 

[0 0 2 11 $ *»^om««ia->>^7" A©-ii 



tcJ:?)*l«#jxaBt^®T-iif^fbLfc}K<!lfc-rsc:i:lc 

fc: Bg^@7=^- ^ ^^JR b T SQ.^ Ritfe i: 1- ?. ^eEtc: J: 

•3. 7^>'W^^3t5^^S7^-^'iascD^5!J$<bS:ll^abfem 

[0014] 

i^>y'>yizn!;s-i^ifrz-^'^vmmt[.xmnL. 1% 

^S ^-Bt^gig@ T-^»B|a-fbUT±J5£bfemag'Bg j 

^■fb$nfc=i>7^>'>iig^5a.S^S:^trfilfi5lTfe5^i: J 
[0 0 1 51 *#6^©tSfli5!l3ie^;^7^AO-|| 
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[0 0 2 2] ^f>\z. *^B^<Z)iflg5a.a'>:^5^A©-* 

— h*»e> 'J— 7ST-©^^;^±®;u— ^— iJJ:if 

•n<07.V\y-'J^- (Kstd) T-^^^bUtS^SIB 

(D7.YV—'J^- (Kstd) ttx BulB*— *VU— «J5£ 

[0 0 2 3] ^e>l3. *%B^©tffii5!l.S'>;^7^A©-^ 

ifttfl-rssBis^si:. Hui^lBts^e^-^&^rt^^^fe=3>7^ 

ft^i: L.-r(5D-T'>'W;^^-7'D (DKB) 5:114^ 
[0 0 24] $e.l::. *#EB8®tiiaffl.S'>:^7^A®-^ 

mmm^a^^x. BijiBtffiH(!Lse/;^7^A(i. fii3'^-->^' 
^stftT'SiBm^atv ffiiiBsBitsstis«ft$nfc3>7^ 

Lfe'f-'>A';i/*5a^b=ir-7'D>y<> (EKB) SB^^ 

[0 0 2 5] $e>tx *#6?so«$Bias->;^7^A®-^ 

(EKB) (is f}|B=^-^>'U-^ifi£©pJTSIS;^i:^^^,^^^ 
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[0 0 2 6] :*;%B^®» 2 ©iPJiSft. :3>7^> 

T-§'i?Bg^<b bT^fi£bfc«lliJ©lli^^b$h.f;=i > 
>>Bg-^jglS®^§tf'^2'^'«^4:BuiBiBitSiai;:<S*A'*' 
•S ^ 1 4 i: t m?R«!LS;^ i£ ^> . 
[00 2 7] $ e>t. *:ftW®ti!fi«!;S:Sffi©-^JSSS 

■i 7.^')-7tLxmtiSi.Ltz^y>}-<D)\'-\~^<o'}-y 
j3.tu^Tfi+-tj:?,±fi=^-©is^<b5aa7^-^ 

5:^tf«Jai{b*-:3^D-i'<> (EKB) fcU^oTBi^ib^F 
nfe=^-Bg^=if~ (KEK) T-fcSEKBi2{a^— Bi^ 
df^— (KEK) fc, a>7^>'>&1S*ft-rS!3«SStH 
W©;^ M^-i^^- (Kstm) i:, SStrfilEKtfea 

[0028] :*;|gW©tS$RM!S:«iS©— 
»C15^^T, BUlBEKBE{t:^r-lli^=^- (KEK) S 
^ts^mt^-yo-'j'^ (EKB) {i> h5IB=^— — 

©';-7&«fiS,-ri)r=^>'w;^4's jE^ti^^ ■t>y.t:n 

07'M'f>^t:i5V>T©*f*«9'5I&gfN lE^^'T-trv;^^ 
^fe 'fe I •> TIE&T^'' W l:: i5 V >T ttfg^^ RJtg^c Wa^b 
jf._:/D.^^ (EKB) tVXmBS.$tlX\,^i>^t^'\^ 

[0 0 2 9] $ e.t> *:^B§©«ii«lS:«ffi©— *6£!S 
«|t:J3l>Ts BUlB-s-v^-fffglCtt. suSBEKBiEfs^- 
Bt^^- (KEK) (D^miD^M^mtm^iy'—^ 

tsmBS.x-$>hzti i: -r s . 

[00 3 0] $ *:«B^®tS«i«lS*&©— ^JS?^ 

M(t 3 > ^l&J;fl1-S IBIt^g*^ e>^5!^tll b 
fea>7^>\y©ll^«a.SC*u>-Cs mj|BS8Sf©BS-f<bS 
nfe:3 yu^iif fflS®©^^-^*!**— ^SrSlR bTa 

jsigia 5: ffl I, \T Sug33 > > ©?£^i!ia * s^T-r s 

^i: 41$^ ill-*. 

[00 3 1] ?>fc:, *^RB©if I85as:&ffi©-^«6i!l 

f^w t>n/ia >5^>>y $:is*fi bfciBm^sA>e.©rj 
>':^li4mst:*;t.^Tx asn©x>'W;^$:'J-7i:bT 

«fi£ b -©-'I'— h e> 'J - 7 * "^^ ©-' ±©.'1'— 

>yi;_^g£c^:, aB'J-7i;?*r&bTis:s^nfc'J-7 

^-izm-:5\,^X. BulB=^->>'J-©e3iJ-7A»^)±<4 



=._iJ_^ t#ga2 0 0 2- 1 0 8 7 1 0 

" 13 ' ■ ^ ^' '- ---=-14-- ■ - --■ 

^mT.y'vTh. «; ^fr^ * CI litest 1-5. K> i5iZ5';-7tS-f?:^^-$:Mli&W{tfc^-';^ 'J-ffi 

[0 0 3 2] $e>lc> *^B^©^ 3 ©{PJliittx :3>7^> figtfi, iB'J-7t?Jj;£;LTsS^$n;t';-7i(r-^s 

^yQ)§3Mi*fca:S4$:llff-r?>tSfEfflS^fi-r-fet)^ 13 iStS^iaS^IMHW©:^ M^-i^^- (Kstd) T-Bt 

M^st3»«fl-r?>:q>7^><;'®iii^iaat®ffl-r53> ^^bUTts««!ffl«BF^o§3iiS*®t*sti«j-rs*SBJc^« 

tsfst uTSijiBism^MicisjflUx m^^^irmm.'p<Dz3 lo [0 0 3 8] ?e.tCs *%B^cDiifgi8is^a©-iiJfi^ 

3>7^>>y:^-Kcont:#tf-s.;;yffi^SrB5ies31lSS ffi&®ttffiiia.^^g$: U -7 i: bTSfiELfc':/ 

«|{ciJV^-c> Byl3^'5:i)=^-Bt^<8yiS{i. «St©+t¥g i: UT® U-^asu? ^«fSi21S^Sl^oi3»^lft{::» 

— 7*f©''^:^±o;i/— y— isJivj— 7t:& 20 [0 0 3 9] *€>»::x *»B^©««jias^a©-*Sfi}S 

^i^tT^^1t^--:rn {7 (EKB) tcJ;oTiif^fb IS1li^Bt:1S*ft$nt=i>7^>';/oS^&5l!T-r2.filEE 

$nfc:^-lli^=^- (KEK) T-fe5EKBiB{I:^-Bi ?&WU tSftWWaUaS^BS: 'J-7i: UT«fiEUfc«V 

(KEK) 3>7'>>i'$:*Stfl-r2>l31t^glc U — CD^l/- h 6, -7 ^T-CD.'^;^±©;i/— y- 

m'n<DXhU—i^^— (Kstm) £&tr^j5ET-fe h\ i5XU0-7^Z^'t^^—^n^^M{f•fi^—y*}-m 

[0 0 3 4] ? etc. ^^Bjlroti^RfiaS^BW-IISE^ iSt§?Rm:SSgllW©:^ h V — i?^— (Kstd) T-Of 

^t^ci5V^T. BTji3EKBi2a=^-Pg^=^- (KEK) i ^<bLTtf$gKlS^g|*l©l31lS#fS{ClS*ftLf::fllB£$:W 

$trWJa<b=ip-7'p->^' (EKB) Hiji3=^— 30 HuiStS^ias^gSW®^ h (Kst 

©U-^SfllBJfratS^i&SI^Htfs iE^ft^-f-b>;^ d) tt. H5l3=^-'yU-«J5glcii}{t5««j!!lSSS{cjt=f 

■fe>x$:^#ffe'&^^^iE'&:+»?S^^!!.S^g^ci^^,^T^±^g^^ x-ib?>zt^W&it-r^o 

pI#&'EtS^<b=5p-7D>>i7 (EKB) i: UTflfjBK^nx [0 0 4 0] ^fe>tc. *^fl^®tB^5!iS«M©-|tSi6,« 

Bi^^- (KEK) ©1SIA©*»?&?x-riigij7^-^'$:^ «&®ti«iiin,a^aS: i: UTfilfiRU?t>;' 

[0 0 3 6] ^e>lc, *^Bfloti$8j8t31^B(D-|l2i£« 40 iiXV')-ylz^^^-t:nj!^^M{ftz^-y')-m 

^^J•^^e.tlt:3>7^>^y^:^s^fl■r?)l3ft^gt^s^rt$^^t ^^-^T. Bui3+-'>'j-©gB'j-7*»?,±iiitciis-'^ 

fllti§^n€)fuieSSfCDBi-^'fb^nt3>7^>'yBg-^jia, ^^b^-^ft^tbTOT^/W^^^— ^'o^yi^ (DK 

Sli©l^-rn*^-o^31JRbT3>7^>«;;:^r-Kc on B) Srti^^S^aF^CDgBlt^Slttetrt bfe«rii*^-r 

SSXffb. IS5l^f bfen>x>'>+- : K c onSffiV> d ii^^^SSii-r S. 

TBM83a>7^>':/©«^jfflS«:llff-rs«Ji£-r-fe5Cli: [0 0 4 1] 5f^>tx *#6?s©wsiaia^ao-iiJEii 

[0 0 3 7] *^B^©ti$ii5a3^go-iiJS® m«'^>;'^ffi«45?^j«;f^i?ej\fcrj>5^>>:;$rfefA-r-5 

«^c*3v^Tv mt^mmmmmm.it. mii-^yvrnmnji so i3it«sicisifl$nferj>7^>>:^®s^?£^tT-rsif!jE!!c 
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i.*)mmt\^rz-< -'>^)\^^mt^-yov^ (ek 

B) ^ff$Ka!.giSg|*l©i3{S#-IStClStftbfe«j5£S:*-r 
[0 0 4 2] 4 CDffl!l®ttx 3>7^> 

■e&'i?llt^^b■r^)^-Bi^^b;^7^s'ri:^ b333=^p-^^ 
<b 5^ j3 1 ^ -r b SS(©^^fb ^ n n > 7^ 

m«^<*tCfe5o 20 

[0 0 4 3] tjiH^ :^^BM(Dm4commizmiyov'^ 
^mtx-^^, mmi. cd^fd, Mo;^i:'©i2Sij« 

[0 0 4 4] C©J:-5te7-p</^Amit«K{*t±. 3>t: 

— •5' • ra-jr-^ A-&3 > ti— ■J' • •>;^7^Atc-f h 
— J:oT^ 3>t:a.— • '>;^7=^a±t-0: 

[0 0 4 5] *^B§©^cf,tC{fe(Z»ge«Jx ^Sl^*U.*tt. 

*B1 * itt C i o T ?8 e. t & S T- 5 d . 
[0 0 4 6] 40 

7^— ? JOa «>:^ 7^ A ©affl Risgic 3 > r- > EM i' ;^ 7=- 

^liEj(!iS=^-l?07^-*'&Bt^<bLTjifi-r 
feSVM*Bt-t<b3>7^>>y^-^S:«^bT3>7^ 

ri>. n>7^>-yOiS<i#® 1 Oi:7^-^^5aSI^-S2 0 50 
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i^S::^^bT^ fe5l^^±DVD. CD. -^©{feCDgtiipJtg 
^el3<t««:^:n- b-CHfr^ns, 
[0 0 4 7] 7^-^50,3*182 Ott. 7 i>i 

^ t U ^©IBtt^lS SrH ^ ^ ^ - * - KH® 7^- ^ 
S31t#S3 OlC7^-^«:<SlrtbT«#^?). x-^IStS 
#S!3 Ottt. Bt^«ia«EggtWrsgBiS*Si: bT® 
{«^lf^tU-*-K {^Wmh\.X\ii.^=E^)2.'r>( 
^'(Memory StickrS^S) ) *5^$ni.. =f-i>^m^^ 

2 oi^e.T^-^'BBit^sa otc^^sT^-^^isiftsaSx 

5, 

[0 0 4 81 7=-iJ'J0.S#ia:2 o»c^*ns&tti 

S§P^T-OZl>7^>y7^-^'®i^i&t)PlteT-fct). CCDPf 

[0 0 4 9] n>7^>yE^#S:l OfcbTtt^ 'f>^' 
-^^v Mis ?KSSiiil 2. ©ISIHifai 3. DVD. 

2 0©7^>'W;^fc bTtt. yt— v:»-;un>fa-^ (P 
c) 2 1. *:-^5'7';i'7^-'W>^ (PD) 2 2. ei^s 

IS. PDA (Personal Digital Assistants) ^®^^ 
1^i§2 3. DVD. CDT-U— \'^®iBSSiS. -T- 
A«g*24. ;>tt';— *— K (ex. ^ t U — ;^7=--f v 

i' (««) ) **jfflb>t«^sa2 5t?As«.5o cne. 

7^-^«lJi¥IS2 OtOS-T^M-f;^!*. a>-7^>'>'Efs* 
fgl O*>6J10t$nsn>7^>>>'$:;t-'> ^^coii 
fa#l6S.SV>«:. {fe®7^-'?«ia#ia!. SfeJi. 7^— J' 
IBIS^a 3 0 f>m» qJt6T- 2. . 
[0 0 5 0] I2 2tc. \X.m^ti.-=iy^y^:/v=—i'(D-^m 
jaSl^yS^t-. I12{C5^1->';^7'AU:. V:^>'l/3> 
ti-^' (PC) 10 0. Si^B2 0 045iVSBmS 

ffi3 0 op^T-®7^-ij' (3>7^>iy) o:)^^^mm^m 

bt^T-feSo PClOOtt. rD<7-7A*JJ:T/7^-<J' 
IBSfflOM- Kt^^;^^ (HD) $:*b. ^^gp 
g3fil«J«:fcbTOCD, DVDIIS:^SRl«g«:«EK€:^ 

[0 0 5 1 ] V3^;i/3>trj.— ^ (PC) 100 

Jii^oItgT-feD. EMD(Electrpnic Music Di 

stribution: ffi^lg^E^I) TiifWit- 1;^ ^tset-T 5. 

e>. ;T>'y h'7-i'$:b-r;d--7^'f :t7'-tJ'. B^t^— 
rD^r^A^OS^T^-i^SSmb, SfibfeT^- 

^*i£>®K:j£;b-ra^bTx H^«g2 0 otai:t>-r 
-s, St. /t— v:^;i/rj>t:j.— ^ (PC) lOOtt. 



( 10 ) _ !ttgg2 0 0 2 -10871 0 

(PC) lOOtt. 0!liH^ CD, DVD -©#aJlCi5V'>TS'5tSI6lSimfi£*^^il tASpjig-f 

[0 0 5 2] saesiaa o oa, fi*«s2 o ot^ju [o o 5 8] sacD'yj-^itic^snsST'-'^ 

ick:^^^) T'fct). 7 5^y->ji.;>t^ 'JttifCD^tJft^Rj Sfe•^)V^tt7^-'W;^^cgB^ia^^::«]g£$^^fe7•7 <y 

t|;5^i^£a»^^i:/t';4rt®tTV^S. ^ ^ Ul?&^ffl Lfe^ ^ >J *- Hx DVD, CD, MD 

[0 0 5 31 azt^-rieic, PC 10 0, n^se ^i, «<?*:^-f 7*©gBis«a%fJfflRit6'S;7^^w;^*^ 

2 0 0, gSls^aS 0 Or^lwJ5ltS7^-^'^», *^^T^^S. ^r&tC, «>:?^t7'7*'J'ir— >3>-9--t;^ 

2>. *fcs 3>7^>';'7^-<J'C0*';' h'7-<!'^fctt&fl 10 0 5 9] Z.1r^h(Oi^^ti,=r)U 7.. Tr^)>T-'y^ 

%m.wm-^ift^m%s ttz. pcfcs^ggfflSH, >4s«^F■rss<':^7^Ati3^^t:, iW;tH:ia3®.*«siT-H 

feSVNttll^Sfgi:;^t'J*-K«SF©l3«$^Bra-r-©3 ^;eSP^, -r&b^T^M-f ;^ 0 , 1.2. 3*I?I-©IB 
[0 05 41 [^-Ea«E£i:bTO^yy- (*) ?*uttt, «ii<D:^>7^>^v*l©^^bUTr 
s^fiKiibT, pgis*- • u"j-«^»c-ov>TEi3WT ^, ^t(Dy'-^m^mimjiommtii. 03 
^:fflv^^:i5iB^■r•5o cDi(^«|-r-iaA,:eaj^, f '&:to*>7^>'w;^o, i. 2. 3 

[0 0 5 5] 03CD«TfftlC^t-:»->''^O~ 1 5*i3> «: 1 ocoy;!/— rfc UT— g UTt^— ^' SiSf't-r^.ffiSi 
-^) g^SST-fei.. ■r'&:fc*,a3tc^TPgB>>';- 30 &7^M-f ;^i:«7^7'-4'iJIS{gSff«t^«i» 

tffi^-rso [0 0 6 0] j&ts, y — K^-, fcsi 

[0 0 5 6] S^T^M-f p^0~ 1 5tt, M3iB#fe.Sl->a:tiS -:3©SIWS-fe>^'t.i:oTl^SUTgSb-C4)i<.>b, 

(/t?) «jik:tJ»tS, S^o»J-7*»<t,;i/-btcS5* -f^, ry-fe-s^T^— J'ffi^^lftt: ioT 

1-^. ElSCDSTStC^x-fKO 0 0 0~K 1 1 1 llfi^ «fjl!Ultf||fT$n, Cl<73|SfTiaStt®ia-b>^, T-D 

T-$>?), g±IS©KR (^I'-h:^^-) *^e>, ST®A»?> 40 [0 0 6 1] C® >y U — filJi^C^V^Ts mZti'h^^^tf 

2Si®@5 (y- K) t^i3«4#nfc*- : KR~K 1 1 '&; J:-5ts 1 o®^^;i/— riC'^* n2> 3o®7'-'W :^ 

1 0, 1, 2. 3l4>'-K=^-i:bTtt3i®^-K0 0, 

[0 0 5 7] m2lZ7hiry^)-mm.\:Lii\.^X. m^&y= KO, KRS:fii«-ri). C:©y-K:^r-«S«0c4f<Jffl 

j^-i 7.Q\t')-y^-K'0 0 Q Ot. y-K^-:KO "T * d i: ic J: ») , ^;mft3ii®=3 >v^> '>'=^r-$:7^>'W 

00, KOO, KO, KR^rmW-T'S. T^-'WJ^SttK ;^ 0 , 1, 2, 3®«^^(cm^1- S3i:tfq]|gi:3iS. 

0 10 1, KO 1 0, KOI, K 0, KR«:m«-rs. Wiit^Wrsy- K=^-K 0 0Si*«::3>7^ 

T^-'WJ^lSli, Kllll, Kill, Kll, K >';/+-i:bTl9:^-rn«, frfe'EeajllWSrSlfT-ric 

1, KR^p/r^-tl). 0 3®*;^'J-t:li7='>'W::^ i: < ^' :^ 0 , 1. 2, 3®^^»ti«ii03>7^>^;' 
7!)50~ 1 501 6<i®^^lB«c^^^, >;"J -^ii'i; 4 IS« :^-©iSaASnIlgT-fci.o fifc'&:3>7^>';'df_ 
J5£®igtB®i:nt:£€^?r'18fi£i:bX^bTV^4*5, $ 50 K c o n$:y- K^-K 0 0 T-Bg^^bbtiSE n c (K 
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00, Kcon) 4^-;' h9-'^$::fM.T$>2)t^l±l3 
MtjaE{*(CfeJfiUTxA>f ;^0. 1.2. 3izm^ti\ 

«^ 7^-'W:^o, 1, 2. z<D9i-ifis -tti-enoT^-'W 

;:^ti5l>T«Wr-i)«W>'-K=^-K 0 0^ffl^^Tlig^ 
Enc (KOO, Kcon) $:PV^T3 >5^>';/:^r— : 
Kcont:»i)Ci:A5Rjifei:?&:S« J^^jN Enc (K 
a. Kb) <±Kb*Kafc:«toT^^'fbL/fe7'-^'-Cfe 

[0 0 6 2] fe^.B§,■i^t^;i5V^T^ 7^>'W;^3(D 

K 0 0 1 l.KO 0 l.KO O.KO.KRis 10 

StbfcS^s (7=^/w;:^o. 1. 

2, Z0i^)V--y) T-j|ISfs^nS7^-^$:'^2>t» 

OfetolCtt, y — Kdp— : KO 0 l.KO O.KO.KR 
^-en-e^aSrt^aK (t) OOl.K (t) OO.K 
i:S5i (t) O.K (t) RtlMffU, 7^/W;3^0. 1. 2C 
•?©S«f:3p-S:e^2)'i:'gAs$,5. CLdTN K (t) a 

aatts ®Kaaa®ffiR (Generation) : t©5Sf+ 

-T-feSCltSr^v-r. 20 

[0 0 6 3] SiT=^~®i2^^5!iSoi%Tl5iB^-r 2.0 ^- 
cDMi^ti. m^<.t. 114 (A) t:^s-r#2a<b*-7P 
d7 (EKB : Enabling Key Block) fcfl^tf tlS f 
7^— ^ ic J; o T ^fiE $ S 7" - i£ i: X. iS h 7 
-i'. $)?)VM±s3^j«{*{ctSlrtUT7^>'W;^0, 1. 2 

:/Di;d7 (EKB) J±. lll3k:^i-J;d!&':/'J-«lig«r 
ISfiE-r ^ & 'J - 7 tc ^f&i- S r^/ W X MSr ? n 

^m^^-yoy^ (EKB) tt, :^P-SWrD.y 30 
(KRB :KeyEenewal Block) fcnfistisct^fe 

€.0 

[0 0 6 4] S 4 (A) \Zm-ir^%it^-^o^:/^ (E 
KB) Iwtt, ^—Y^—(D3sM<DSb^tj:7'J'^^7.<D9i.t^ 

5o E3*^?>B^e>*'^ct^t. 7^>'W;^0, t'/UT.I 
it. Zm^-Y^-tLXK (t) 0 0. K (t) 0. 40 
K (t) RAS'BST-fetJs 7^-'W;^2{4. %m^-Y^ 
-hX^XK (t) 001. K (t) 00. K (t) 0. 
K (t) R*s.i;>5T-fcS. 

[0 0 6 5] 114 (A) ®EKB^I^^^^^•5J:^tEK 
B{CJiS§!l©Bt-^{b=^P-4J^*n-5. «TS®fli^<b^ 
-tt. Enc (KOO 1 0, K (t) 0 0 1) T-feS. 
;rntt7="-'W;^ 2CD»o'J-7dp-K 0 0 1 OlCj:oT 
iit^<b$flfcMify-K=^-K (t) OOlT-fct)^ X 
/W;^2a:, g#coJ#-:5';-7:^-{cj;oTC©Bt^<b 
=^-S{S^b. K (t) 0 0 IS^fSCtASf ^ 50 
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tz. ig^lCi t)fffcK (t) 00 1$:fflV^T. 134 
(A) CDT*»e> 2Sg©Bi^<b^— En c (K (t) 0 
0 1, K (t) 0 0) 6«^plfili:«i:t). M»f^-K* 
-K (t) 0 O^tf s::i;*5T-gSo WTIHife. 04 
(A) £D±A^e> 2|ftg©lli^{b^-E n c (K (t) 0 
0, K (t) 0) Sra^L. S«T^-K=^-K (t) 
0. 04 (A) ©±A>C> lSe®8i*{b=^r— Enc (K 
(t) 0. K (t) R) S«^LK (t) RSffSo - 

T^^w ;^K 0 0 0 0. Koooia:. ^-y^-k 
0 0 oiiSffr-i>)c=r^tgsn-ri3 6.-r. sffy-K==E^ 

-ilb-C'i^S'StCtt. K (t) 0 0. K (t) 0, K 
(t ) RT-fei*, 7=-'W;^K 0 0 0 0. K 0 0 0 1 (i. 
04 (A) 0±i»t>3SS®Bg^<bdr-En c (KOO 
0. K (t) 0 0) «:ig^LK (t) 0 0. ^Slffb. 
WT. S4 (A) ©±*t,2SS©lg^<b=^-Enc 

(K (t) 0 0. K (t) 0) ^fg^L. SiT>'-h'=^ 
-K (t) 0. 04 (A) 0±*»?> ISiOBg^^b*- 
Enc (K (t) 0. K (t) R) S:«^UK (t) R 
SrffS. c®J;-5t:bT. 7'>'W:^0, 1, 2B:S»fb 
tHK (t) OOl.K (t) OO.K (t) O.K 
(t) R^ff SCi:A5T-^S„ =&i>. 04 (A) ©-O 

[0 0 6 6] mz^zTTst^'j') -^jit7:)±{4ift© y - K * 

-:K (t) O.K (t) R©MSf*5^St-$)t). 
K:^— K 0 0(7)fliKO5»TjaSA*!2»ST-feS«^ttt. 0 
4 (B) ©W35b<b^-:/P (EKB) SrffllNSCt 
M»fy-K=^-K (t) 00^7=/^-i7.0, 1, 2 

[0 0 6 7104 (B) tS^N-TEKBJi. ^J^tfT^S® 

</ ; 1. - r (3 i5 V ^ T « # t St :3 > 7^ > - £ iH^iU 

T-^-T'J^-'l'— 7"|^©r^A'f';^0, 1, 2, 3 3&^fe5iB#S 
.«5{*Sfflt>T*5»). iffc'&:#t5i®:3>7^>'^=^-K 

(t) c o n*s,i;>gffe?>i:-r^o •t^/W;^ 
0, 1, 2, 3®ltiiO^-H:^-K0 0$:aSib;tK 

(t) 0 0Sfflt^Tfrfe%«il©M»trJ>7^>'>':^r- : 
K (t) c on^^^^bbtT^— ^Enc (K (t) , 
K (t) con) &04 (B) ^c^^-rEKBi:i:t^C^^ 

[0 0 6 8] •T'it?*,, 7-VW:^0, 1, 2ttEKB$: 
SQ-abTfffeK (t) 0 0 ^ffli>T±iBai^:S:StI^-r 

n«. tm^X-CD-D^yT-y^^^-K (t) con^{^i) 

[0 0 6 91 [EKB«:ffifflbfc3>x>>;^+-©i2 
?ii]0 5tC. t^^.X<Doy5'yy^ — K (t) con 
Sff 5 lastly i: bT. K (t) 0 0$:ffiV^TMt'&:«ii 
0a>7^>';/:^r-K (t) c onSiBf^fbbtT^-tJ'E 



r 



zi 

nc (K (t) 00, K (t) con) i:@4 (B) t 
5=%^ E K B i: IB^Jtfli: :^ b T §^ b 7^/^ ^' X 0 O 

—^^zs>'r>^y^-K (t) c onfcUfefi^l-efeS. 
[0 0 7 0] m^izmt^'^lz, 7=;W:^0B:. t^mt^ 

^ *v t V ^ 2. ia R : tB#.*.© E K B i: S ^ AS e. 
i)»U4?>*&trtbTV^Sy-K+-K0 0 04fflt'>T±i£U 
fci:l^«®EKBjffl,afc:J:t>. ^-Y^-K (t) 0 0 

«^i«-rs„ m^Ltzwrny-Y^-K (t) 

0 0^fflV^■t5ff=I>7^>';'=^-K (t) c o nta^ 10 

^-K 0 0 0 0 T-Bf^fbUTftlft-rS. 
[0 0 7 1] [EKBtD7*-T.v h] 116 tWJa-fb* 
— yO':;i' (EKB) <Dy ^—^y hm^7j<-to f'^—i^ 
3>6 0Uis *^{b=^^-rD (EKB) 

KB&il6SiJ-rs^«ti::3>7^>>:'i:®?=ffS^»S:^-r^ 
T^r^fi, ^mt^-yo^yi7 (EKB) © 

7^— 'J'^-f 6 0 3tt. Wa^b^-T^O'vi' (EK 20 

>;5' 6 0 4{i^<5^g|5CD{4g, >^ 6 0 5 (iS 

[0 0 7 2] ^-■S'&e 0 ett. ^itfHSfrs^'-K 

^ - 5: Df •^•fb b 5=- ^ ISlfAi- 5 o i «S 5 IC ^^i- 
J; ^ Hrr n - K =^ - g| -r S & Hg^fb =^ - # £ 

[0 0 7 3] -J' i^gP 6 0 7 tt, 7=-^gBlClSJfl?n*:lli 
^-fb^nfey — U-7^-^7MSMM^^$r5^^•r-^' 
^^T-$)S. C<7:)^57<5^c:)M#;W-;i'S:ia7 5:fflVNTU£Rg-r 30 

EI7T-tt> 7^— J'4:bT5fcC|l|4 (A) T'SiB^bfc 
^mt^-^o (EKB) SCfiJSr^sbTV^ 
5. C®B$®7^-^t±. mi(D^ (b) tc^-r J:o(w5&: 
C©i:§®Bi-^<b*-t^^ni) h KCD7 

-h=^r-©MST^-K (t) R*sg^nTt^i)©T% h 
>yry- KU;^«iKRi:J&;2,. ctDhSs f^y^tfS 
±IB©7^-^'Enc (K (t) 0. K (t) R) (i. 13 

X'. Enc (K (t) 0 0, K (t) 40 

0) TfeDx ±T-tt8lj®7^-^ro:feT©fiSlcfe 

^^Fns. ^^H: (L) :fe (R) ^i'} i:b 
TlftS^n*. «±K®7^— J'Enc (K (t) 0, K 
(t) R) ®:felC(i7^-^*5fci)®T-x L^''^=0. 

-CtDT^-^'t^'ytflftS^nv 07 (c) tS^t-T^-^ 

[0 0 7 4] 'i'^ii. T^-^'Enc (Kxxx, Kyy 
y) AS':/'J-fi!3gro^ClC{SgbTV>SOA»^:7fs-rfeto 50 
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_1_0_8....7_1 _0 _ 



— ^Enc (K'xxx. Kyy y) ... {±. #^lcBi 
^<b?nfc=3p-©S5ij7^— J'tjif'Etl^cOT-. ±iBbfc 

-±©{aSS:*iJS'jDll6i:bfet>©T-fc?.o ±ifibfc:^<7 
S:fflv>-rt:. $fe©0 4-eittB^b^c«E!c®J;eicB§-^<b7^ 
-^tc^^to^-e-fc./'-h- • -Y >7^<>^;:^S:ffl^^■t. 

0:Enc (K (t) 0. K (t) root) 
0 0 : Enc (K (t) 0 0, K (t) 0) 
000:Enc (K((t) 000, K (T) 00) 

j3v^ra:^ff*b<^c^^. cintcjtu ±m.\^tz^^-k^ 

-titg$:^-rf^5l7^-^'t b-rfflv>5c:i:l::«t »). >PU 

[0 0 7 5] lietlSoTs EKB7;*-— ^ 
T^^tSft^a-rS. (Signature) tt. mmt,^- 
rfO"j>7 (EKB) S%fTbf::0!l^eii^S-tr>'5'. 3 

EKB*S«bfc7^.'W;^ttgS1^^IEtCJ:oTiE^ 
5E£*jaj{b=^r-7-P!y^' (EKB) S!(T^*5SBfT bJtW^ 
{b^-ro-vi' (EKB) T-fe2>Cfc$:«tiS;-r?.o 
[0 0 7 6] [EKB$:ffifflbfe3>7^>'>'*— i3J:i5 

*EKBi:^;fe(ciMM•rs{f!I^c:■^^^•ri^iWbfc*s^ n> 
7^ > ^— T-ng^-fb bfe 3 >-T->'>'i:v 3>7^>>;' ^— 
a§^=\f— T-Dg^^bbfe^VT^V'^^^-i:. EKBlcio 
TBg^lb bfcn >7^>*y*-B&^=^-?&fJf-li-Tillf'fr s 

[0 0 7 7] lll8^CC:©7'-^filfiS,S:jf^-t-. 12 8 (a) 
^c;^^flS^i£^Ci^^,^T^ Enc (Kcon, conten 
t) 8 0 1tt^ :3>7^>'V (Content) -fea >7^>rydp 

- (Kcon) T-Bg^{bbfc7^-^'T-$>?). Enc (K 
EK, Kcon) 8 0 2(±. ny^ry^'J^— (K c o 
n) Srn^T^V'^:^— Df^dF— (KEK :Key Encrypti 
on Key) TBf^fb bfcT^-^'T-fe Enc (EKB, 
KEK) 8 0 3H:. =i>7^><;/dp-ag^dr-KEK^W 
?5!)^b*-7'P>;^i' (EKB) tC J:^7:0t^<b b^T^-- ? 

[0 0 7 8] dd-r-v 3>7^>'y*-Bg^df-KEK 
(i^ 0 3T-^s-ry- H^r- (KO 0 0, KG 0-) . fe 

i.v^(±;^-^:^r- (KR) S^*:T-feo-r*;J;<v 

- Y^- (KO 0 0, KO 0-) . fe-5VMi;i/- h:^- 
(KR) ti-^-c^^ib^rnt^-T-feoTt) J:v^. 
[0 0 7 9] 08 (b) tt, W»L<0:iy7->Vi^M-=r^ 

T'lcie^^n, ^n^n#i5)bEnc (ekb, ke 

K) 8 0 5«:fiJfflbTl>2>Jl^©«fi£0iJ?£5^%-rx ^©i 
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^'&;«f!K^-^5V'>T^i^ ^T^-^iciiicEnc (ekb, 

KEK) ^mQTic:ttji<, Enc (EKB, KE 
K) tC'J >^-rs 'J >^5tS:^-r7^-'J'S:S7^— 

[0 0 8 0] 139 t:3>7^>'>':^— Bi-^:5p-KEKSr. 

K (t) 0 Oi:Lt«fi6bfe«^cD0!l*5^-to dOS 

0,1, 2izMVXm9tz^^t (a) W«&<b=^-:^o 
{7 (EKB) (b) r)>7^>'y^— (Kcon) * 
n>7^>'>i(r-Bt^dp- (KEK = K (t) 0 0) T-Bf 
•^fbL/^T^-^'ts (c) 3>-7^>'>' (content) $3 
>7=->\y:^r- (Kcon) -C-Bg^fbLfcv^— ■J'fcSE^t 

[0 0 8 1 } ia9 6D;6{B!)K:tts T^/N-'fJ^OtC^alJSa^ 
ib^-ya 'v^t^ib^^O^M-Th ij — 7^— KO 0 0 20 

S:ffl^^fc^^^«^Jl^cit)s r]>-7^>>>:3r-ai^^- (k 

EK = K (t) 0 0) ^m^r^, '<f:l^. K (t) 0 0 
{CJ:S«^tJ:»)a>7^>'y:^— Kc on€:5!tff U $ 

•siaa^-weEKB^jaa-r'&cittcj:?). ri>7^>«;/ 

^-Bt^Jf— (KEK = K (t) 0 0) 5:SXf§-rSC:t 

t'fca. 30 
[0 0 8 2] 12 3 (c5^-rffe®i^;j/— r®v^/w;^4, 

5. 6-«i. CCD|5)M©x--J' (EKB) ^Smbtzt 
T3>7^>-y^r-Bg*^- (KEK = K (t) 0 0) ?£ 

-T-tts :3>7^>>;^+-Bi^=*— (KEK = K (t) 0 

0) iWLmti>:itifix-nr. lE^tj^mmti^thy'j^ 

40 

[0 0 8 3] Z.<DXoiZ. EKBif^mvrz=i>y'>y 

[0 0 8 4] ^£t5. *3a<b^-^D.;/<^ (EKB) . a 

it^-ya-^^ (EKB) . 3>7^>';^=^r-s B§-t<b:3 
>7^>>;/^DVD. CDa|£DB3iSj«<*t1SlftLT^— »f 
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*fl ^ n fc Bt^<b r» > 7^ > ttx m-(D iS^j^f* 

lcfelrt$nfc*Ja{b=^-7^D';'^ (EKB) ©it^tcj; 

?) ?5 n •& 3 > 'v:^r-*fieffl -r s J: -5 1 

[0 0 8 5] HI ojztmmi^icm^<t-:i>7->'':^tt 

iilzm^it^-yo':,'^ (EKB) ^^tfiVfzm^mt: 

Ji&-r?)®^3a{b^-7'D«;'^ (EKB) ^?>tf&{^(tfc7^ 

-j>P (EKB_M) AS*Slft$n-ro-5. <?!lx.(iEKB_ 
1 H:rJ>7^>'>C 1 ^e^^bbfen^T^^'y^r-K c o 
n 1 ?£^J5K-r5CDtCffiffiSn> ^J;l{fEKB_2lirD> 
T^VU^C 2$:Bi^fbbfe3>7^>'>'^-K c o n 2 S:^ 

iafbdf-T^D.;;^^ (EKB_M) AS|BS!K<*tClSlrt^Fn 
Ti5»)> rJ>5^><>'C3, C4{i*ja{b^-rP-y^ 
(EKB_M) {C?^Jt,ftlte>nTV^?>®t-v *jafb*- 
7'D>;/i7 (EKB_M) ©il^ t i t) 3 >7^>^y C 3 , 
C4©3>7^>>>^— S5i»-rSdi:AST-#5. EKB 
_i. EKB_2(±7^^■x^'^ctSf.fi^nT^-^'^£^^©•C^ 

t J: S Efs t J: -3 T ^ n-eti® 
«^-r'5fe«>fc:'i:'S'&:EKB_l , EKB_2€:5l(#-r 

[0 0 8 6] [Pg@';";-«ii®*7^3'J-:»-SI] Bi^ 
Jlrv'J-filiiiiibTfilEKb. a>7^>'>':^^-s ^11=3?^ 

-s icv^fiK:^-, fe^)V^^±•7•D<^^■7Ar3- t^- 
*'^<£W^a{b=^-7'D<;/^ (EKB) i: i: t Bg^fb b 

TE^s•r■^.«^]BRto^^TS^MbT#feA^ 

«rS^ b T t N i. Pglf •>"; 5: St^^ W ;^ © * 5" 3- •) 
-StC:a-MbTJa*S«3!&=^-S3gfiaiiis Bi^{b=^-E 

[0 0 8 7] E 1 1 (c pgli •) ©* 7^ •)-©:» 

ila©-^'J$:?f^■r. 01 l^c^3^^•t, |igii>>"j-fii5i©« 

±Slz»is ;i'-h:^^-Kroot 1 1 0 lifilk^^ix. 
WTCD(|'P^ietH:y-H^-l 1 0 2Asi9:^$iXx «T 
Ifelctt. 'J-7dp- 1 1 0 StflSS^n?). St^m-T 

[0 0 8 8] ddt-. -Wi:b-ce±®A»^)«6M®S© 
fc5y-KS*7^:J'J>'-H 1 1 0 4 i:b-ri2:Sr?). 
-r * -fe ^ M S g © y - h- © & ^ •£ 4$ S * 7^ ::f © 7^ M 

'f;^iSS->'-Ki:-rs. BM|ft©l-:?©>-K$:II,'^i: 



( 14 ) 
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[0 0 8 9] m^liimi lO^MIftgCD loCy-K 1 
1 0 5fc:tt*7^:J'J [-»«^ ';;^7^':''f ^ (iSffl) ] *s|9: 

«fflcDy-K*fel4'J-7i:U-Ci9:^$ix?>. T^J^io 

^^hUT^a-rSo 10 
[0 0 9 0] #e>ts Mie*»6Stig^Ti4®igs-y-:r* 
1 1 0 6 tvxik^-t?> :i tifiX'^ m 

K 1 1 0 5©2fST©y- KtC. ';;^7^-f 

[PHS] y-K 1 1 0 Si: [Sl^ffiiS] y-H l 1 0 
9^igrS1-i.cii:*sx-#s. 

[0 0 9 1 ] ^e>{w. -y-ribT^rf t^m 

©K^-r S -y- ASIIIX Y Z t:-t©lS.-i^y - K WT©T 

:if-rP-y<:7 (EKB) &5fefiS,UTi£ffit. IM.-S.y-h- 

[0 0 9 2] CI©J;-5t. loroy-K^Rji^fcLU 
Ts WT©y-K«:-?©lI,'^y-K{^««?nfc*i7^3 40 

UUfSCloroiR.^y-KSr^S-rS-^-^-x =>>7^ 

> <y r Q ^ -f ^j'-^As^ © y - K ^m-^s i: -r s -n^ib^- 

yoy^ (EKB) tlffiStC^fiSbTs lS.i^.y-KWT 
® 1- 5 W ^ ic lae 1- «fi!t*5 Rite i: ^Ji (3 s II."^ y 

— KtlS^F'Eci^fte©*7=-rf'JO>'— KtJS-rST^-'^-l':^ 
a:± < fgS&Stf ? r t :^r-M«f * Slfrl- 5 C As-C- 

[0 0 9 3] [SliiSEKBm;^:^r-i2{s«fi)l] ^fetife 50 
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B^ufe0'J^^^^3©>;^u-«fiE^ci5v^T. 

KB) *4fi£bTit^tS. fifJxKgll 2 (a) 

a, g. j©&y-Hti3V>T«^qIlg'EeWS&{b 

:^P_7^Q.;;^ (EKB) $:4EKLTE{t^5. 
[0 0 9 4] K (t) rootT- 

:3>=r>y^-K (t) c on&Bf^'fbffl.SU. EKB 

a, s. jtts -en^n*sEi 2 (b) iz^-r'j-^:^ 

Jitfy— K^-^:ffl^^T. EKB©j8lJl$:|ltTbTK 
(t) rootSaiffU^ «lWbfcSST;i'-h=^-K 
(t) r o o t fc J:oTa>7=->'2/:*~ K (t) con 
©m-^ms S: UtT b T :3 > 7^ > ^ — * ff 5> . 
[0 0 9 5] C©«^tJSet^n5Wm=^-^P-:'i' 
(EKB) ©filBXttx El 3lcji^-r<t-5»C7&;S, SI 3 
UZmT^mt^-yO'^^ (EKB) tt. Jfe©EI6T-|ft 
B;ibfeW?»{bdP-7'D-i'i' (EKB) ©7:*-— T-y btC 
bfe*s-3T«J5£$nfe*>©T-fc 7^-^ (Bi^<b^ 

TSi^bfcJ:-5tfc (L) . (R) , -eix-eti©:5iRi 

ICT^-^AS^tltf 0. SRJtntf 1 $r5'^bTV^^.. 
[0 0 9 6] *ja^b=^-rP<v^ (EKB) SrS^bfe 
7^/W::^tts Wi»fb^-rD';;'{7 (EKB) ©Bi^{b=¥ 

-^:^y^c«-3^^T, )l»:ag^<b:^-©?ft^ias4SliT 

bT±{ay-K©H?lT=>P-^Blff bTl><o EI13tC5'x 

tJioiz. ^mt^-yoy^ (EKB) tt. )i-vt^ 
7*7:-©Sft (7^7*;^) *©7^— J' 
Mi±JiibDbTo<. ®» (T^r;^) tt. t^^/w:^ CJ- 
7) S!{lcft>bTli::^1-.S*.©T-fe>). dr-©iHfs$fei:'5: 
i)7'M^•;^S*^f'V^Jg^^i^ EKB©7=^-i'SAS^F?>lC 

[0 0 9 7] c:©<t-5;feWJai{b+— (EKB) 

©7^-^fi©gyj«&nisii: b}t^SJ5E^cov^T8^iB^■rs. 

S14(d:. *3a{b*-rD':/i7 (EKB) £dr-ffi<s7^ 
M-f bTliliiS^bbTfltEKbfe^S:^1-t;©T-fe 

[0 0 9 8] 0 1 3 i:p]«. 'J-7$:1Si^1-?)7^>'W;^ 

a. s. iizSPiLX^-. m^ii^^T'yy^-^mm 
-rsS^^Si^-rs. 014© (a) ic^x-Ti^t:, + 
-Kfi 7=^^ w ;^ ic J; o T ©^iiiBX ^ n ^ >y ij - 1 is^-r 
-1.0 :i©«i^, 012 (b) ^c^^-re^fi£(za^c^Tfrt 

'Ec-:'>;-fllfi£fc bTiai 4 (b) ©';"J-«fi)lAs^%^ 
ns. Kroot*>t)K j*T-i±^<^tttf'a:< lo© 
S05^(i*s#l£1-njf<t<. Kr oo t*»e>Ka*><tVK 
glcSSt«>{3li. K0fc:i9-*$.'^.^1llfi£T?.©*^T-v 2 
^i»$eifiE©l21 4 (a) ©'V'J-ASfi!l6$fL2.. 
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[0099] 014 (a) ^c^^-rJ:■5^c^ y-KiiUT 

-iE{sofe»©*i»'fb*-ya <vi7 (EKB) ttx cm 

^>0BllS«:^';-tcS-:5V^T^jE^E-ri>. El 4 (a) lZ7j< 
ir^^V-its ^l^it^-yo^y^ (EKB) S:«^nlt& 

-s«fiE-r -5 UT^^^ - K ^^m-r s CI fc 

Ee©t»o«^!i{b^-:rP';/i' (EKB) li. 

[01001 $fe®ia 1 3 T-ittW bfc^JS&ib^-T'D 
(EKB) (i, S'J— 7a. g. j *»€)K r o o t ICS 

fcAs. ffimS^bEKBtt. ffiBS<bLfe'>"J-«:«BE-rs^ 

— ^•^co^^T®*oBg■^^b7^— i'^risiftr*. si 4 

(b) t^>-r<to{3^'^tt3 tr^y b«lBE$:*1-S. ^1 

*>. * (L) . * (R) . ^tl'^tl<D:^^lZ7'—S'1fi$> 
tlitO. m\^tll.£1^7ikir, maSicDt-;/ .EK 20 
B 1*1 1 Dg^{b * - $ tiT I > ?> S S ^ f 

t:-vhT-fe!)> 7^-t$'A5<S*rt^ntt.^i.lg&<±lx 7^- 

[0 1 0 n T^-^'iifiai. fei.v^^ilsttK^<*tc1Sifrt^ 

(EKB) tt. 1 4 (b) ICg^-r J:5{C. H 1 3 (C 
CDi:^£i>o 01 4l3^-r*^<b^-7'D'y-57 (EKB) 

^©ig^^b*-®«^sji3i-r sciiA^T-t?.. mxii 

'F^U:^ei\±. Bg^-fb-?^-^ E n c (Ka. K (t) 
0) S';-7if-KaTMI^LTx >-K=lr-K (t) 
0§«lffL.T. K:^r-K (t) OlCjLoTBf^^b^ 

— ^'Enc (K.(t) 0. K (t) root) ^ril^b 
XK (t) r o o t $:BXff-rSo 7'>'W;^jli> Bg^/fb 
7^-^'Enc (Kj, K (t) root) S:') — 7^- 
KjT•«^LT^ K (t) ro o tSrSlf^-r^.. 

[0 10 2] c©J;-5l3. iBjs$fe©7^''W:^{cioT© 
iV«15£?ni>®ll!S'fbUfeiTfc'k>:''J-filBS,S«^LTv 40 

(OH-^m^^x^mt^--:^^^^ (EKB) sr^feffi-ra ., 

cttcit). 'pfji\^^—'i'^s^m^i^^--:^0'^<^ (E 
KB) $:5fe«£tsi-¥*^°It^h'fef3s W^!)fb^-^D>;/ 
^ (EKB) ©7^-^'i^^sA5J5!)2?fi<){I|l^fRIIgi:^S. 

[0 10 3] &i3. ^B^^ll^bb*:Pte•;"J-«fifctt^ ^ift 
•eBii9-r53i>7^ ^ T^w' E K Bsaesistic jb*i^-c 
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loCJii/T^-^T^-Tictt. $)Sttji©*7"=r'Jtc^ 
^^ini>^iU 7.i^miL-^Xii^ . mXki.Wk<03Lyy^ 
T^fcDa.'S-^-K (t^-:^;i'-h) m;-:>T±jiEbfet: 
|a)«©fSllS{b '^^ U UT E K B ^^figf ^ 

^c:^5v^■c^s^RIl6&®llS^b^nfe*^!>^bdp-7•D .;;^j7 

(EKB) ©^fiSs Efs^SpJIgi:^?,. iV^^^T^-f^ 

[0 10 4lJ5:i5. c®J;o'UW^<b=if-7'P-;'<> (E 
KB) t±, DVDI|<©«?gSBSME<*UHStt 

T©*4^g|Ji;*&trWJa<b*-rp -yJ^ (EKB) 

S»f-/'-K=Jp-lcj:-pTBf^fbbt='>7^>':^^ 

■Y;^t:JSttl-i>fi§fi£*5Hitg-r-fel.. ^J^^7.tii^mt^ 
(EKB) ic^inSBi^fb^-T'-^'^^' 

^gf5©S6S"jT^-^5'(Cbfe3!)5o-t)lB<fc*SitlbT?t^bv 3 
> 7^ > £>S 5&: ^ - SI ff b T 3 > -7^ > ©^iJ 

D-yi7 (EKB) Sr-f >^-^~f h^©^>f b^7 — ^'S: 
^bTiSfI1-S«fi£i:bT*.J;v^. 
[0105] [Bf^JQ-SMt^S: W-r 

j(!!.Ji^ara©7^-i'^i&] ±mutzmmy'}-m 

is.immLtz^mt^-yo y ^ (ekb) iritj-tiE 

{i$nSDg•^S!!.il^-^iifflbfem^iffiE£^COV^T. Bg 

[0 1 0 6] El 5tt. 1:gS{3n>-7^>>>7^— S'©|?i!> 

- ^•l¥©i3^s^sa®i¥*ffl«SB£^:^^ Ltzya -j'?mx^ 

[0 1 0 7] El StC^sf J^dlC. ISmSSS 0 Ott, 
{?!l^tfs i$p*S^J---'l'3 1. ii/s-l' >:J'-7x'f ;^ 
3 2. *iJ{iiPti?a-;U3 3. 7 7 'J 3 4 *5 J: 

[0 108] C$iJffl^:i^J-->'l'3 3D la 1 5 lc^1-J:-5 

{c> sijffli^i;a-;i/3 3i4v mfLvi. aa«^^-yb 

5 Os iSlt^-vy h 5 1. -^^ h 5 2. 

h 5 3. BS^it/m^^-'^ h 5 4iJi 
yc$yffl)a;:>> h 5 5 S:«rSo mU'ti^^-)^^ 3 tt. 
^'i'^^^V^f 7'©^^«!ia^ffi©^«li)KT-*D. 
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[0 10 9] l3tS:3.--> h5 1 {±. f?y^Jf. EEPRO 
M(Electrically Erasable Programmable Read Only Me 

mory) 55: ^ U T-$. >) . mmmmiZ^W^Ji 

^7=^-- J'*ef©a'^©7^-^5:i3ftUTV>5. 131 6 

5 1 tt, ^.SEfSx-^ I K0~ I K3U ^gaS'JT^— J' 

[0110] ^Mm^--^ I Ko~ I K3Hi, immm. 

3 0 0*«fl^^S2 0 Oi:CDia-CfflSKsE*fT-5l«tfla 
dSt^BEST^-^' I K0~ I K31©-5 ■fe-W^EfiT' 

0~ I K31 Jo J; VEISffl^T^-^ K s t mttx SBttSB 

3 0 0<:D^1-g|J*»?,g^^^)7fcv^i3{C'&:oT^^S. ^gM^S'J 
7^— ■S'IDintt. sBiS^B3 0 0 fc:5t=tLT^-— i'lCl^ 

3 0 0*sp^^@2 0 0 i:(?)ra-r-fflS^,iES:fTdPglc:lS 

[0111] m^m/mw^- h 5 2 a:, (jij^^. i 

S 0/ 1 E C 9 7 9 7 ©M A C(Message Authenticatio 
n Code) ifWa^WSI^S?? oTSSt^-- ? ^^EE 

■r?>o CCDh^, MACSStli. m^lt. "Block cip 
her Algorithm" i: UTF I P SPUB 4 6 -2lzm^^ 
ti.5DES(Data Encryption Standard)*sfflVM£)ttS. 

[01 12] tgSISiiE^^ h 5 3 tt. ff^^g 200 
*>?>^-7^>f :rx-4'4X:*3LT7-7 •y->j.p{* 'J 3 4 
lc«§jitf»f'^*ff ^OlCjfeioTx H^^g 2 0 0 i: 

3<i, 7^'V'>Ji.j<* U 3 4A»6>;t-7='f 
^itSLTII*ilB2 0 Ofc:ai:t;-rsS!>f^4ff ^©tjfei 
^T. S^SB2 0 OilCDF^T-tiSiSSEjglSSrfT^. * 

BtjifbfeMACSIgSfT^. ^l^fflS^.iEjaiaT-{±. IB 
fS^^.;; b 5 1 tC8Bm$nTOS7^-^#ffll^e.n*. 
[0 1 1 3] Bf^fb/^^^--;/ h 5 4I±. DESs I 
DBA. MI STY^cifCD7'□-;;d7Bf■^7';^::^'JXAT- 
©0i^<b$r^T^. ffiffl-rs^-h-ttx FIPS PUB 



.^2 0 0 2- 1 0 8 7 1 0 

81"DES MODES OF OPERATIO 
N" t:^S$i^TV^^) J:-5'&:E CB(Electronic Code B 
ook)^^— Ki3J:yfCBC(Cipher Block Chaining) ^— 
KT-fe-S. tfex Bf^^b/a-^i- y h 5 4 tt. D E 
S. IDEA. MI STY'S: if 0:^0.;; ^7it^7';vrf'; 
XAT-©«^S:fT^o <5&ffl-rS^-Ktt. ±iBECB^ 
-K*J;yfCBC*-H-C-fe5. ^i$ECB*-K4oJ; 

10 5. h 5 5 (±. SL^^^JL- h 5 0 . IBtS 

h 5 1 . m^m/mm^-y h 5 2. fflsigsE:! 

- f h 5 3i3J:VBt^^b/«^:3.--y h 5 4 ©fflSSgt 

[0114] C^v-yv-ipi^'J 3 4:) ^^'Vi'JLpt* 
') 3 4tt, tfd^Kx 3 2MM'r hcDlBmSffi«;«-ri.. 
7 5 yi/a.;/*"; 3 4t:a:. fflSSglE^-iy h 5 3 1 J: 
?.|I^^B2 0 0 i:f3it^g3 0 0 i:<7)F^©fflS^iI® 
Sl3 J; o T IR;^ A^IE^ *SBT- 5. t e. tufe t 
ic. H±^a2 0 0*»?,X*bfc;i— 

7 -7 v'iy >J 3 4 >!pC,(J, tSS^JiE^r:: b 5 3 
J:Sfl^^B2 0 0 tgBiS^B3 0 0 i:«F^©ti5ISfiE 
i!!lSllcJ:oTiE^?5:*i^T-fe5i:K«>e>nfci:tl;:. * 

2 0 o(cfii±i^n5, 

[0 115]WT. 7 V •;'>J.^^:'J 3 4{CiBit^fns 
7^— ^*JiV-t©7;«-— -r<y ht:-3V>Tlft?B-rs. HI 

7(±. 7 5-y>3.y^'; 34{ci3li;#ns7^-^&B!i?8 

t"^t«)C:>ST-$)?>o S 1 7 tc^fi^lc, 75';;'>a 
30 ^^'J3 4{C<i. g^^S^T-f^K SSl© h 

■7«y i7 7^-^ (||5fe7^-^) ^T-f ;^AS83^S^tLT^^ 
So |l4'g:S7T-<;H± i^^T'f 

>'l'05ll^$:lfS-r2.'^S7^-^$:Wbs h-7 •^/i'-T^-^ 

^T^-'J') SWbTV^?>. &i5. *IIJ6ff5ST-J±> f7 

>y<>7^-'J'tt. ltt:9-CD;t-7^'f /d-T^-'J'Sjif. 

n*-ri>. UT. 7-7';/->j-p<^:'J 3 4^3gBtt^^^?.7^- 
<S'^::t-7^'f ;d-7^-^' t vtzi^-^(Dm^^^-^xmmt 

40 [ 0 1 1 6 ] n 1 8 (i. n^<Emy 7 ^ ;kdisb£s^s 

b. m 1 9*s-o ( 1 ffl) ©ATRAC (gtiSS) 3 

6 KBS^r^OD^T'f ;i/-r-fcS. ATRAC37^— *7 

tCi^<IIPf©Bg^<b$nfc§^7^-i5'i:*^e>:fe*. JSfS 
-v<>yt, 1 6KBSS:^i:^n, B^SS77'f;Ut5S 
fl;lbfe«lfiR*^1-S. 

[ 0 1 1 7] S4t?l7 71';H±. 'v.yy, lA>fhD 
-K£3Dp<^'JA-KO«.SuNM1-S. 2A-'fh3-K 
50 'J*-KCD:feBijNM2-S, fflJliO||^x-7';i/ 
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TRKTBL. ^^^U*— H±f*^®ftllDt»#8I NF-S 

K I NF. -'^->>'tt^PRT I NF i:. Y^y-j^om^ 
[0 118] Mtt'^f iJ^K^tUT ATRAC 3©^^7^ 

Tje^Js Bt^<b©«l3I*S(t?.©tt^ ATRAC St^-^' 

[ 0 1 1 91 02 Ott. H^ga^r'f ;i'PBL I ST 

STI±x 1 ( 1 :?'D 'V'i'= 1 6 KB) ©•y-'fX 

T-feS. 02 0 AtcS"%1--v-v^J±s 32M'fh*»?>BK 
5. 02 0Bt5'^-r'^.':'4^W^^©SI5^li^ 
^{^tlMf ?>«HuNM 1 - S (2 5 6>'N--f h) . ^ftjN 
M2-S (5 1 2/W X llt^{bg?tvfcr'>7^>':'^ 
— (CONTENTSKEY) . MAC^ S-YMDh 
mst, B^lflS^lfSt- 5^-:^''l'TRKTBL (8 

F-S (1 4 7 2 OM-f h) i5J;ir«^l^'^">^''=t'«tS 
^G5-g|5*s||]gl2^^nTl/^2). C:iX^<»S'Et?>aMW 

^® as i: 2> J: -5 ^ I ^ i> o 
[0 12 0] z-f ^Kiv 0 2 0 AtC^s-r (0 

X 0 0 0 0) i5J:V (0x0 0 10) T-«$n?)5fefl*» 

5>3 2>'W hAW>;/^'T-fe5. 'fcis. 7 r -T-'l/^'T-JfeS* 

77-f;i'0»ii5J:U'a2©;^os' htiEsns-^ 

e>)lilcffi$n'i), ifeiis Re s e rve dh«lB^^^T 

(0x0 0) jpIA5SA>jxTV^T*jRe s 

e rvedOr'— ^'*^^^^^^^>. >T- 

±r2>. Op t i o ni:«*'nfcSP^t)ffiffll-'Jc>'^^° 
tt, ±TRe s e rve di:|B]l;!S<'^i:^tL?>. 
[0 1 2 1 ] BLK I D-TLO (4^^" h) 
^.n* : BLOCKID FILE ID 

fiS : @^<S=" TL=0" «?!li«0x 5 4 4C2D3 
0) 

MCo de (2/W h) 
^.[^ : MAKER CODE 
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. -H 

fit: ±(il OKy h (p« ^') Tttet'^/h 

(Mffl=i-h') 

REVISION (4/U b) 
iti* : P B L I STOm^t^^M^ 

{I: 0<t t5i(^* !3+ l^otgiDl-?. 
10 [0 1 2 2] SN 1 C + L (2-'U b) 

(lA-f h) ©SH4S.^-r 

m:X^^-Y (C) B:±(41M'f hT:-T8BO«t-5tc:S: 
00: :ft:*3-Ka:^Sb^v^. 2jiStJ:L-ClS^ 

01: ASCIKAnerican Standard Code for Information I 

20 nterchange) 

02:ASCII+KANA 03:modif ided8859-l 

81:MS-JIS 82:KS C 5601-1989 83:GB(Great Britain) 

2312-80 

90 :S-JIS( Japanese Industrial Standards )( for Voic 

e)o 

[0 12 3] Sii3-K (L) ttT{il/W Kt-Ti3® 
J^atEBU Tech 3258 ^^iCip bTMgi^rES'JI-S 
00: iS^b'&V^ 08:Gennan 09:English 0A:Spanish 
OF:French 15: Italian lD:Dutch 
30 65: Korean 69: Japanese 75: Chinese 

[0124] SN2C + L (2/^1-) 
jfel*: NM2-S^g^^(::«*'nSp<^:'J*-^•©^BU 

(a : ±illUfcSN 1 C + L^:|5]- 
S INFS I ZE (2/W V) 

jgri* : INF- S^J^tC«A'n^/ ^: 'J A - K±(*i::§i 

«o®6tt'i;>-r 3^-;^-^f d i: 1 5 - i: 

<e : ■y-'i' x(i 0 x 0 0 0 1 0 X 3 9 c 024) 

T-TRK (2-'W h) 
jgl* : TOTAL TRACK NUMBER 
m:«Sb^'J/^a 

fit: lA>e>0x0190 (g:^4 0 0 hvi/^) . r'- 
Ve rN o ( 2-'^-f' h) 
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P§Ji':"J-«B!tt:j:sw»<b*-roy^ (EKB) k: 

m-.M 0 X 0 1 0 0 (Ve T 1. 0) 
0x02 0 3 (Ver 2. 3) . 

to 1 2 5] ±iBbfc'^yyi3g|<fSil5tWn57^- 
^ (0 2 OB) tcov^tWTtCSiRS-rs. 
[0 1 2 6] NM 1 - S 10 

K (0x0 0) «:«t3itrcii 

v^lS^^±'>'a:< fc4)5feal (0x0 0 2 0) (0 
xO 0) 4 in>f hW±l3®-rsc:i: 
fi : ^fli:^=i-K 
NM2-S 

jti* : 'J*-K:i:<*l;Fs|-rS2;W hro^gHO 20 
mn^: 2jU hroS:*n- h'T•^LfepI^;g©^B^I7^- 
^ (ft::*;f5 1 2) «h57^- 7 1±. se:>r«*sg3- 
K (0x0 0) &«tiitr^i: 

v^J^^{±'>tt < ttjfeai (0x0 12 0) d'e)^?;!' (0 
xOO) i2J^-i hU±iBfI-r?.ci: 

[0 12 7] EKB_v e r s i o n (4-'W h) 

(EKB) l::<t-Q-riSflt^fn?)3>7^>y^— coffi<-^S 30 
iSJiV/itilt-nrnt^-rO'V^ (EKB) ©7 

^16: |l&®'y'J-«fiJl{Cj;5W3a<b=*^-rP«:'i7 (EK 

B) ic J:-p-r«et^ix?)rJ>7^>>;'*-*5R«>Sfc«>© 

^^ib^-roy^ (EKB) Sr^N-r. 

« : 04»f>OxFF*■r- 
[0 1 2 8) E (Ks tm, Kcon) (SM-rh) 

(8:25-31 tr-;;b ^ 0-99 
21-24 t:';/h 0-12 
16-20t:-v^ B 0-31 
ll-lSt-fh il# 0-23 
OS-lOtyb ^ 0-59 
00-04lfyh 0-29 

Bu-aiOc-MAc [0] i,mm$nxmi(i$ti^. 

CO 1 3 33 TRK-nnn 

jSi* : B^1-5.ATRAC 37'-^7r-<';i/OSQN 

(i'-'lr^;^) #^ 

: TRK I NF©tficr)FNoSs3sE-r2> 50 



<!^ra2 0 0 2- 1 0 8 7 1 0 

'>df— H©;^ hU-i?:^^- (Kstm) T 

fit: 0*^e.OxFFFFFFFFFFFFFFFFiT- 
[0 1 2 9) E (KEKn, Kcon) (Sn-fh) 

{7 (EKB) tioTm«$n5^-Bi-^<b^-KEK 
ntioTBf^^bUfeT^-^. 

il: OA»e.OxFFFFFFFFFFFFFFFF*T- 
[0 1 3 0] C_MAC [0] (8n>fh) 

«lBfe:li^gS7 7-f;H^©7*-^. mn^>y'>y%i 
n > B B#4 ^-r S - Y M D h m s ffe© 
7^--J'tS-:3V>X4JEiE$n5E&mf^x.;;i7^©fi. B^ 
7^-^S-YMDhms*53fea$nTV^fc®^ta:. C 
_MAC [0] (7i'f-:>i'yt^miZSL&ifiSi^rzt.m^$ 

tl. 3>7">«V©Sa*S|lfT#n3Stlr'>. 

fit: 0*»iC)OxFFFFFFFFFFFFFFFFi 

[01313 MGR 

: =]>7^>»:/^-©llJg 
I^Hg : 0x0 0T% Oly^'^y^ — Kc ont. E (K 
EKn. Kcon) om:^^^. 0 x 0 1 E (KE 
Kn, Kcon) ©*W!Jo 
tt : 0*>e> Ox 0 1 ^T• 
[0 1 3 23 S-YMDhms (4/W h) (Opti 
o n) 

«i* : <l«T-#5l^gt&J#oaiiiTi5&Lfe^ • « • B 
• ^ • ^ • 

«lt6 : n>^>-:/©«m3SiBB#^. 3>7^>^;/S«$a 
aBB#&SaS'J-r5fe«)©fit. 3>7^>«y©«!L3iIl#k:M»f 



(1980-207 9) 



(2«J#(Ji) . 

<1: l*^e>4 0 0 (0x 1 9 0) 
INF-S 
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[0134] B^IS^T-f ;^og^S©:^o hi: b 

•^';;^*|*l©4)©i:|5l— OBLK ID-TLOi:. M 
Codet. REVI S I0NJ:#SA»tl5o 

[0135] m.^m:t-7'^ ^nfsti^x. ^ ^ 

^tlho ±i!EUfcJ:^t. REVI S I0NS:rDu;<5^ 
RE V I S I 0NAS2<@??^£t-SCDTN ii5V^SiJ^T• 

[0 13 6] tfz. iro'yi7 (1 6KB) ©5taiaJ^ 20 

(Cll:SfSBLK ID-TLO$:JfAL.Tl^?>©T% FA 

fBBLK I D-TLOJ±, ^ (O^-y ViiXXfyo 

B L I S T©|H]— ©^,©$:~at3i2llbL.T ^jA^^. 
[0 1 3 7] ATRAC 37^-<5'7T'r-'Kis h^'V^ 

ATRACS-T^-' J'7T1'^HC|IUTJ4v :^D.y^ 
#^BLOCK SER I AL*s{t(t^tl-ri^i). fl 
Us ATRAC 3?^— J'7r-f;H±> a^SSt^^r-T 
'J*-K±{C#S1-5®T% CONNUMOT? 
zi>'r>'y(DE.!S>\t:tHftz±X\ BLOCK SERI 
AL4^^fl:^^^V^t. affiA'^^U. FATA^t^nt^^ 

ro^r-r ;v©aia#Bsiti:'&s. tsimi-st#-©AT 

RAC37^— ffia©BLOCKT-fllfiS,$ 

-ATRAC 37=^-^'7T^';l/^«fiE-rSBL0CK$: 40 
$iJS'J-r5fcK)lCCONNUM0$:fflV^^i:ttlC, |b]-A 
TRAC 3r^-^7 7'l'-iH*l©#P*jeS:7'D u/i'S-^B 
LOCK SER I ALt-^Sf S. 
[ 0 1 3 8] F AT©ii^lg$T•^c:(i^^te)^cl^ 

iz, ;^-5!j— a-K (MCode) ifi:rn y i^O^nt 
[0139] 13 2 0 Ctt, mDtSfST^-^OfilfiK^:^^ 
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ttPf ICRlSftOD-T^— . 
[0 14 0] INF 
SISI^ : FIELD ID 

fl : 0x69 
I D 

fl: 0*^e>0xFF 
SIZE 

afgT-'5iWnif&:6.'5;V^. tfzs «'M B-'W hJa±® 

Ci:. 7^-^?®$|t>»3it)3S?»?*5T-i.JS^{±:5J''l' (Ox 

0 0) T-a«)Ti3 < :i i: 

H: 16A»e>14784 (0x39C0) 

MCode 

«l* : MAKER CODE 

(man - K) 

C + L 

fl : B0iincoSNC + Lfc|5)b 
DATA 

: llS'JW/'tj!jQtS$li7=-'J' 
«ltg : aj^:g7^-^fm-r. Il5^-'5'©$t3fittmt- 1 2 

h fJ^SS ft? (It-fX) ;±M'J^4-'W 

®jS«*»?.33?!7*sfe Si® (0x0 0) X-mnOi 

zt 

[0 1 4 1] SI 2 lie, ATRAC 3 7^-4' ^T'T-'l'A 
3 Dnnnn©-7^-^E?'J^J«:S^T. E2 1t:»i. y^- 

7 7'f;i' (1 XD->^) i:*57fN$nTV\i., 112 If 
li, C0 2 7"D (16x2 = 3 2 K/W h) 
D hCD^tSIO/'W b ( 0 x 0 0 0 0 ~ 0 x 7 F F 0) 
A^n^s^nTV^-So 122 2lc^®bTfl^Nl"J:^lc, ^-S's 
lyytJDJfeaSA*^ 3 2>'W b^^^y^'T-fe t)x 2 5 6-'W 
hA^abS^l^NMl (2 5 h) ■C-fetJs 5 1 2>'^ 

■i hASflS«HiaNM2 (5 1 2-'W V) T-feS. Stt'N 

[0142]BLKID-HD0 (4-'Wb) 
§.n>|c : BLOCKID FILE ID 

mm: ATRAC3'f—f^y7^)l(D^3ikX-$>i>Zti 
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fi : H«fl=" HD = 0" («?yitf Ox 4 8 4 4 2D3 
0) 

to 1 4 3] MCode (Z^'W h) 
igl* : MAKER CODE 

tt:±<41 Oty h (^-*-rJ-K) T(46Kyh 

[0144] BLOCK SER I AL (4MM 

7'D';;'i7©$fegS«±0*»e.Jfe*»)*®>^o«;;^a:+ 

fil: 0 J:?)ii&* t) OxFFFFFFFFST-. 
[0 14 5] N 1 C + L (Z/W 
at*: h^';'^' 7^-4' (NMl) ©JBttS^r 

^fg : NM 1 lc^ffl$nsA*:3-Ki:Sii:3-H«* 

IM-f hf«-r 

ft : SN 1 C + Lt|5]— 
[0 14 6] N2 C + L (2^^- h) 

(fl^) ^^-^ (NM2) ©JS14$:«1- 
NM2m£ffl^tiai.:St*:3-Ki:Si§n-KS§ 

fig : SN 1 C + Li:|5)- 
[0 14 7] INFS I ZE (2-'^'f h) 

fl : if -f X(i 0xOOO0*^e>Ox3C6 (966) 
[0 14 8] T-PRT (2M-f h) 

mm-, h^'^'i^im^t^^^—m^m.to ii^ai 

ffl: l*>e>0x285 (64 5dec ) 
[0 14 9] T-SU (4M>f h) 

'yW^'h^ffiT-fe t). aoATRAC ST-:^— T^-f 

4. 1 kHzOit^T"'; >^JS«aT"f«^>ixfe 1 0 2 4-9- 
>7';i/^ (1024x16 t:<;/hx 2^-^>:^;i/) <D:t 

— j^A^suT-fc-s. isujis nm\z^n-\^xm2 3m 

aStts a^{cS^S-Utcj:-3Tl-:DCD>'^- 
>>*s^g;^$nSc 1 ^7X^654 2<@©SUT-<iEE$n 
•5ig^. 1^7X^T-*t]18;©^&^-rci:*5T-§S. 

i^©h7«;'-j'=&«fiK-r5M-':^o»H:x mmm.-^^ 
mmm.ifi±<m\^^mtfifk%m (6 4 5®) ©-'^ 

- S ffiffl T- ^ S ^i'f h ^j: 5 . 
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m^i: 1 h7-v^ticr)^|g©«8;SU»Sr*1-. 

fii: 0x01A»e>Ox001FFFFF 
[0 1 5 0] INX (2M-< h) (Option) 
jgl* : INDEX ©ffl^<r«p;f 
• l^fg : fi©^V©§i5^ (^$2ae>J>feg|5^) ®$fe3l$:^1-5l^ 
-fV^'o S©$feilA»e)®tiS$:SU©fl»$: 1/4 bfc 

(f«j9 3in«>) icta^-rs 

10 fI:0A^t,0xFrFF {WX. 6 0 8 4 #) 
[0 1 5 1 1 XT (2^^ h) (Option) 
jgiSic : INDEX (On^nfA 

m.m: I NX-nnnT-Ji«?ilfc^sgA»e>S4-r'<§B#FJ| 

©su©(i^£ 1/4 bfcSfx-ie^i-So cni±. ii« 

®SU0 4(g©:^^©BtP^ (|i<)9 3mS;) tffi^-T?) 
fit : Ox 0 0 0 0 : SIKS 0x01*6)0xFFF 
E (g>c6 0 8 Am 
0 X F F F F : ffl®$lt> t) Sf. 
[0152] i>:tft:S^:^NM 1 iS J:VNM 2 tCOV^T 

20 sttw-rs. 

[0 15 3] NM 1 
^T" 2 5 6 ) 

«Bu5^-^'©i^Ta:. je>mJS8n-K (0x0 0) 

\.^i^^\t'prji< (0x 0 0 2 0) A>e,5t<»b (0 

xoo) 4 1/w hu±i2ai-rs:it 
30 fit : s^I:^:*=I-^- 
io 1 5 4] NM2 

^' (g;*:T-5 1 2) 

^m'r-f'Oii^TlA. '^r^t^^-Y (0x0 0) 

v^«^tt^J^'&:< i:t>$fea (0x0 1 2 0) 4»e.?^l/ (0 
xOO) *2/W H:l±IBSt-S^:i: 
40 fa:^ffl**=i-K, 

[0 15 5] IH4-vy^'*©ll^fi[fi (0x 3 2 0) A^c> 
8 O^W h©7^— h7-v5'«$8MlliTRK 

55(l^®tS?li$-®LT'gST?.o 132 31CTRK INF 
(^^'9^-^7f<t> TRK I NFrt©7='— ^U:C)C%T> £B 
JIS^ t« o T WT IC ift W 1- 4 . 

[0 15 6] EK I (lA-f h) 
«i* : Hui!iO|iiji -filfiElc i S W^b^b^^r-r D -v ^ 

(EKB) fcJ;-oTiS«$n2.Bt^<b:3>-r>«;^*-: 
50 E (KEKn, K c o n) S:W1-5>*^g*»$:?>-r. 
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b i t 7 = OT-^U. b 
i t 7 = 0 (DiM-^iA. EKB_version, E (K 
EKn. Kcon) tt^^#flS. 
fa : 0*»?)OxFF*f 
[0 15 7] EKB_ve r s i on (4/^ h) 

(EKB) fcJ:^-ca#t$n53>7^>U/=?f-©1tftS" 
4s aXTf/^tzii^mt^-zro^y^ (EKB) 07 

me : Ptii>V'J-1SJ5£lC<tSW!a<b*-7'D>>'? (EK 10 

■nmt^-yo^:;^ (ekb) s^-r. 

ft : 0*^e> OxFF^T- 

[ 0 1 5 8] E (K s tm, K c o n) 
jgi* : 3 >^ > \y «5CDBf ^50,31^®=^— T-* S =3 > 
ly^— 5:^ ^ 'J*— H©^ hU— i^^— (Kstm)T- 

fl: 0*»?)OxFFrFFFrFFFFFFFFFiT' 
CO 1 5 9] E (KEKn, K c o n) (8/Wh) 20 

<7 (EKB) lCj;oTJJt«gfnS:^-Pi^<b=^-KEK 
n J; o T Bf^^b b 7^- ^ o 

fit: OA'eOxFFFFFFFFFFFFFFFFST- 
[0 1 6 0] C_MAC [n] (8-'Wh) 

Mflg : a>5^>>;/^«|&-^S:^trffi§fc®TRK INF© 
F«9gi:|!lU^'-'7>>^*^A»'E.<'^B£^fn?>fii. BiUi^- 30 

V^?)i>— -Jrvj^H^rochT-feS. Wf&T- tiK^V 

i: 5: Rl gfe i: 1- -5 T 7- > J - ■> 3 > J§«6 L- ^ - V :^ >» 1/ 

[0 1 6 1 J A ( l-'^-f h) 

ffl : K-;/ h 7 : 0=S-iJKg7ib 1 
tu/ h 6 : 0 =WKl^ 1 

[0 16 5] FNo (2^W h) 

^,1* : 7 T -r 

<I: l*»C,0xl90 (400) 
[0 166] MG (D) SERIAL-nnn (16 n" 
'fh(upper:8,Lower:8)) 50 
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fS : B2 4S#BBtTWTC15i«S1-S 

tzlEi^. N = 0, lO^y^^Wtt. b i t 7Ai 1 T-ttT' 
fi^SrOv (L + R) ©i^»:©t#SiJ^tJ o in 

t*-K«:^r>^;ui:bTiasr-5. bi t 2, 1 ©tf 

[0 16 2] A<D}fy h Ott. :n>7TJ^;^0;:t>/;t 

7®tffg^ffJfiXb. t^yMJi. S^SKIPip. its 

in^J^tio tf<;/h3li. *^ST-fei). tf>;'b4. 
5. 6 ^Jfl^^^fc-a--5Cii:lcJ:oTs lll^N®J:aiw. A 
TRAC 3®*- Kt»$gA5^:S^n5. l-'&fc*,. N 

(N=0, 1) , LP (N=2) . SP (N=4) . E 
X (N=5) , HQ (N=7) <D5mm<D'E—V'U:-oV\ 
ii$mrS (6 4MBO^*';*-KCDlg^) X y"- 

Ti^s. 1 su©n-r htgttt. (^^y : 1 36fu 

LP : 1 9 2/W SP : 3 0 4-'W EX : 3 8 
4>'W HQ : 5 1 2f^^ h) T'fcS. ^fi&fc:. t^-;; 
h7t:J:r3Tx ATRAC3©*— K (0 :Dual 1: 

Joint ) ifim^tlho 

[0 1 6 3} -<?iJi:LTx 6 4 M B(7;);'< * U K 
fflb, SP^-K©«-&tol^TSiM-rS. 6 4MB® 
ij*— KlCtt, 3 9 6 8 7"P >> i'A^io?>. SP^- 
h'T-(i. 1 SUAS3 0 4M--1' hT-fci)®-r-s l^D-^^ 
tC 5 3 SU*5??2E1-S. ISUtts (1 0 2 4/4 4 1 

0 0) ^.'icti^rs. stoT. irD.yi7H:, (102 

4/44100) X53X (3968-16) =486 

3 #=8 1^ 

teiSU-hJix (44100/1024) x304x8 
= 1 0 4 7 3 7 bpsi:Jfc*. 
[0 16 4] LT (IfU h) 

i§M : m^umy^ <r ( t: h 7 :fc j:t>'tf h e ) t-t 
dE-i ';7^-<n-i;3> (t-^hS-t-vhO) 
Mtfe: b 7 t Bit T$iJlfi^iBtffe SCI t^^-r 

=ai'jiss 5 

-f y 3 > 0 (0 l:i^X-ii>iM£m^m 

.t.n* : i2ltM^©-b a U 7^ -f r d i' (-b *a U 7^ 'f 

1 C 2 0) ©v-UTJUS^ 
^#6 : IBS^<«^ri:(c^TM?ii.@W©fl 
<I : OA»6.0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0167] CONNUM (4/Wh) 

«^tg : testc^a$nT^^<@«©^iT-|g^mt§©-b=^ 

a ij7^-f :rD .;;^7t:iot:ga3rtlS. 2©3 2^, 4 



( 22 ) 



41 

fit: 0*'e)OxFFFFFFFF, 
[ 0 1 6 8] YMDhms - S (4n'f h) (Opti 
o n) 

m. : ±3iEU it BBt©SiBi:|iID 
YMD hms -E (4;^ h) (Option) 
3ti* : S4SiJ[R{t § © h -7 ©S^ll 7 B B# 
Mil: EMDT-JiS-ri.S^S°IS:«l7-r5BB# 
it. : ±Kl> bfcBi^o«l3i:l^l:' 
[0 16 91 XCC (lA'C h) 
: UTttft^ai- 5 C C£Ot£?BSP 

[0 1 7 0] CT (IM-f h) (Option) 
jgtltli : n^mfSL 

ffi:OxOO~OxFF OxOOT-fe 

LT©b i t 7 *si-CCT©fil*sO 0©a^ttS^&5^ 

[0 17 1] CC ilfU h) 
ifti* : COPY CONTROL 

m.^ : =3 i^-%m 

CC©^: (bit 7, 6) 1 1 : fflt$iM©3 1— ^*|F 
nj, 0 1 : 0 0:1 men f— ^^FrJ (b 

it 3, 2) 0 0 : 7':^D■7^V^b7^-f i'4'^l"<>*^e) 

©#5W, MGigffiW'^-'Hio trs 

CDA'ejWT^-f i'^^I'^^t-tt (b i t 7, 6)0:0 
0. (b i t 3 , 2) ttO 0 i:^c2> 
[0 1 7 2] CN (WW h) (Option) 
jtl*: ^JSr^-f i^^'^l'^tf— HSCMS(High speed Se 
rial Copy ManafeBentSystea)lci3l^ SatT— ^'SlliSi 
«ilife : 3 1^- 1 (a)A»x 3 1:— 7 iJ-*»©ES'J*il£?Ib, 

M : 0 0 : 3 tT— 0 l*»c,OxFE : llStx Ox 

F F : \s&impm, 

[0 17 3] ±5Eb^cb^-yi'tt$l?«mTRKINFt 
m^X. Ox 0 3 7 0*e>te*5.2 4M-1' h©T^-iJ'S: 
;^->>'gaffl©-'^-*>lil«fSJ«PRT INFi:iiJV, 1 
o©h'7-;'d^S:ffi»®/^-*>-r-«5R1-SS^lC, BtHId 
©MSt^PRT I NF$:ai'<.T^^<. ia26lCPRTI 
NF©gP^4^1". PRT I NF|*l©7^-^'t:o^^T^ 
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[01741 PRTSIZE (4^^-f h) 

«lt6 : M-';/®;*;##4*-r. -J^^;^^' : 2;W h (S 
±{4) , MiffeSU : 1/W b (±<4) ^ tITSU : IM 

-f h (STffi) 

M:^^;?^^: lA^e,0xlF40 (8000). 
SU: 0*»e.OxAO (160) x IITSU: OtE*'?)© 
xAO (16 0) ({ib. SU©»^:?a:s 0, 1, 
10 2, i:0*»e>PB<(S-rs) 

[01751 PRTKEY (S-iWh) 

jfel* : /^-\y*iii^<b-r5fc«>©«[ 

{8: 03b't)0xFFFFFFFFFFFFFFFF 
[01761 CONNUMO (4n-fh) 

Sltg : 3>-7^>';'*3--— ^^lC-r2.fe»©I D®®S!l 

[0 1 7 7] E2 ltcM-S>o ATRAC 37=— i'7T-< 
20 ;v®JR14'syyfK:a:, H 2 1 CS^-T idC. mom® 
INF*s^Sni)o INF(±. V "7 y ^ izmt hMijam 

^'o aa©«'a;i)mD«^«*«a£'<e.n5cii:*sfes. 

-v-;/ gtrf^iba+iSJT^- ^ J±x «'Jn l 6 m ^ h w±f 
h©ssifg©#te-r-fe*. 

[0 17 81 ±3jEbfeJa'lt-vy-J^t:?ifb-r. ATRAC 
3-7^— ^'7 7'^';1'©&7"D <;/ ©7^—' J' A^iK < o S2 7 

30 p 'v^©?^—' J'tcoiN-rwTiciftW-r^. 

[01791 BLKID-A3D (4/Wh) 
^.0* : BLOCKID FILE ID 

mnk : ATRAC 37^-*'©5tPT-fe?.-i;£lffiS'J-r?. 

fe«)©(a 

tt : @afa='* A3D" (^^tf 0x4 1 3 3 4 4 2 
0) 

[0 18 0] MCode (2-'W h) 
: MAKER CODE 

40 -K 

fa : ±©1 Ol^-y h (^-*-3-K) Tfiet-vh 
(1^fI=i-K) 

[01811 CONNUMO (4M-f M 

[01821BLOCK S ER I AL (4/W h) 
50 mm : >>'5'O$fesa{±0*^t5S* OifcCT'D + 
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m: 0 J;»3i!S* ») OxFFFFFFFFiT- 
[0183] BLOCK-SEED (S/^-fh) 

<;/^T-SL&S^fi£x m<yay'^its +1^>{^')^> 

[0 1 84] INITIAL! ZATION VECT 

OR (8/W h) 

fS: OA^?,OxFFFFFFFFFFFFFFFF 
[0 18 5] SU-nnn 

mn-. 1 0 2 4-9->r;i.A^e>E^cftLfc7='-^> ejs^- 

tt$:^<b^-B-'kt^ (-{^'Ji:LTv S P KCD8#T-<±x 
N=3 8 4^-^ h) 

: ATRAC 3097=^— ^fi, 
[0 1 8 6] 0 2 lT-(±, N=3 8 47:$>^(OX\ 1 7 
D !y^C4 2 SU7!)SS*^n2.. 1 7"D i'CJfesfl 

i;^D-yh (2-'Wh) ICBLKID-A3D. MCo 
de. CONNUMO, BLOCK SERIALA^- 
afc:«3b»ni). i«e-3Tx irD-;"?®^t)a)«l|iMM-f 
htt. (16, 384-384x42-16x3 = 20 
8 (JU V) tU^h. C©l3l3±iifiUfcJ:-5tx 8n'f 
hCDBLOCK SEED*s-atCi3fi$ni), 
[0 18 7] CCl-e, 7-7<;/i'JL;<* 'J 3 4lCg3it$n 
^tt. ^i£1-SJ;olC(?!l^tf. ATRAC3 

SUT-feS. tio-r. IBISES 3 0 0*>6«*«S2 0 

Kf^ys^it. ATRAC 3«:if©ATRAC:??StW^i© 
C0DEC;;^3:T•*J;^^. 

[0 18 8] :7^D«>i7->-K7^-^'BSB:x ^■:/o>i>^ 

S tC ^ X. af» t: L T ^fiE n 7^- * T- S . 
[0 18 9] C7 5 «;/'>j.p<^ 'Jfii^ri^i— -'1'3 5 3 

^: U 3 4'n07='— ^®#g3i«^*^v 7^ •i'S^J.^^U 3 4 
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[0 19 0] HI 5lZmtm^^S.2 0 0com^izr:>K^ 

-;i'4 1. iie-Y >^-7x1';^4 2. $lj^^i^a-;l/ 
4 3. HM^ ^'i--'l'4 4. E^/ff*^>:^a-;i'4 
5. ;^t-*4 6. D/'A^g|^4 7*<tlf A/D^g& 
S4 8*Wi-S. 

[0 19 1] CS$'JWti^i--'l'4 n S^JfflJ^i^J-- 

;i/4 1 tt. n±^m2 0 0 (Df^m^mm^c^mt ho 

10 [0 19 2] C$fJ»^i^i--'l'4 3D SI 5k:^N-rJ:5 
$iJSiI^5^a-;W4 3H:. ^^K. SL»#6^^-'Vh 
6 0. SSISJL^f h 6 1 . a^EE/aSIS^-*:' h 6 
2. fflS^SEJ---;/ h 6 3. lg^<b/a^^--> h 6 4 
*5J;V$iJ»^-';' h 6 5&Wrs. $iW*i^i--'U4 3 
tt, SiJ29^s;a-;i/3 3i:^«{c, >>>^;i/5^y 7-©ig 

\,^ho ^tz. $ijffl^i?a.-;i'4 3B:. iftitHESfetti!) 

heOit. SLi!I%^^Sr^^:St^5.i:^ 6 4t:-;/h (8M 

aitc.i;.S!S:«<?©v^-^' SrSBIS LTV> S. 

[0 19 3] h 6 2{±. 

I SO/I EC 9 7 9 7©MACa»:5SC$:fflV^fcglW 
j&:i:©ffl<?©i1l»[^eoT«37^— ^«:^fiEt-S. Cl©fc 

"Block cipher Algorithm"^ bt F I P S PUB 
4 6-2{c^^?ti?)DESAS^l,>e>n5. 

[0 19 4] fflSsglE^--;' h 6 3J±. mA.li£s :3>t: 
30 a-^'7!)»i&A:t>Lfc:t-7^-f ::i-7=^-^'$:IBM^a3 0 0 
tctB*■r■5f6^1F4^T^otc$fei:•^T. IB1t^M3 0 0t 
©IST-tBS^.ES!lli$rfT^. Sfc. fflSISSE:!- <v h 6 
3J±. IB1SMS3 0 0*»^>:^-5='f A*)-rs 
®)f^*tT-5©tC5t3j[^Ts SStiS^as 0 0 i:©P^T-ffl2i 

iSiiJas^&ff ^. ffls^.ii^-';' h 6 3(i. *Bi: 

^.EiOfSlCiSOT. BuifiLfeMAC?ll»^:^T^o ^IStl 
SISII5[i?lT-(±, IBtS^i--;/ h 6 1 iciBIS^ixTV^-ST^ 
-^'ASffll>f)n5o ttis, ffli:^iiEJL-.y h 6 3tt, 
gtctSUTv /^-V;)-;H3>tjL-^7 (PC) 

40 1 0 0$)■2)V^a:^^>;/ h'7-i'±©=i>t:j.— ^ t©P^T• 
;^--7='f :t7^-^'©Atfcl:*jSfT-5i6^tlc$ti5:-3T. z*^- 
V:^-;i'a>ta-^' (PC) 1 0 0$)S^^tt^->V ^'7- 
[0 1 9 5] Bg^{b/{S^a:L<y h 6 4tt, fyimLtJ: 
Oiz. FIPS PUB 8 1 ^c^^$nfeECB^-^• 
i3J:UfCBC^- ^•i£^gtf?e«]^wffl^,^•c7•□ y^m^it^ 

[0196] Di^fb/S^^- h 6 4 li. F I P S 8 
l©^r-K©-5*>. ECB^r- KiJiVCBC^- K© 
50 'A^^imiRmz'noo :l:ix\ Bi^<b/«9J-= b 6 
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4a:. CBC^-^•^ci5V^T^ |«^K5 6 tr-> 

— ^5'k$:ffl^^T^ Bf^^icS:. 6 4 If h S Bf-^^b 

[0 1 9 73 mm^-^y h 6 5tt, aa#6*j--'y h e 
0 , iBit^- yV6i. m^m./mmm^- h 6 2 . 

^^iSiglE^--;' b 6 3i3J;VBi^ib/a^i-y h 6 4 

oats SiKJss>)tc$ijfflir s . 

[0 19 8] Cai^^5'i-;i'4 4:)IBM^i^a-;W4 

4tt, ^^K. 01 eirs'x-riatfBissiea o o®7 

v-^i'ipt^U 3 4f*)k:iB1S$tifc h^'^/^T^-^^y 
[0 19 9] CE«i/f««*5'a-;i'4 5D KHS/WR 

Sl^t. ATRAC3::5SC-r-ffi^$ntV>;S3j-— 5=-f :i- 

A^«lii4 TtUJ::^^^. ^fc. m^it. CD. DVD 
*5V^^±PC l*^i&x:^bfc;t-7^'f IBlt 
^53 0 Ot8B«-r*|!«fc:. ^T^-^J'^A 

TRAC37?^T-]Ei®-ri.o 

[0 2 0 01 CD/'A^i^M4 7D D/A^«|g§4 7 
Ei®/f*:g*i^j--;i'4 5 A»6A:bbfe-7=i?-5';i/ffJ 

^J'tc^^bT^f — * 4 6 lCiU:f3l-?). 

[0 2 0 1 ] C:^l^— *4 6D ;^tf— /!j4 61*. D/A 
atJiM 4 7 4^ e, X:*7 J' tt& D fe^S 

[0 2 0 2] CA/D^^f§4 8D A/D'^g|i§4 8 

5^ jL - 4 5 ic {±5 :'7 -r ^ . 
[0 2 0 3] Cp< ^ 'J 4 9 D ^ ^ 'J 4 9 tt. E 
2 PROM (ex. 7v -yi^ip^^ U) T-fet). BuiiL 
fc='P-WJaj<b7'D'J'^ (EKB) . feS^^{iEKBfc» 
^V^■t^feBE^n57^''W;^+-7'P •i'^' (DKB) ^OD 

[0 2 0 4] [3>5^>';/7^-^'®l3^*^lHt:^^-r?)^s 
iflfflsisiufs^ias] m 1 5 ics^N-rs^sjs 2 0 o 

i:. iBit^MS 0 Oi:©raT-t±. =i>7^>>;/7^-^®|^ 
1->Ett)*>. H^^S2 0 0ipe,IB1t^M3 0 0©7 
•7-;'->i^^«J 3 4K:?*f€.7^-'J'S3^JQ.SA5||=fT^f 
tl. S&lc. 8BfiSSB3 0 OC^^-^/^'jLpt^ 'J 3 4*> 

[0 2 0 5] zcDT'-iftmiii.Tin^mimiz-z'i^x. 
WTStt^-rs. w*^a2 0 o*e.iamsa3 0 
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[0 2 0 6] ff4SB*iu:|B1t^BI4x 
5fe3i-^. ^■r;^7^<y7"S 2 7 0 1. S 2 7 0 2t:^v-rffi 

V>feffiSSiE*JS (ISO/IEC 9798-2) SS^I". 02 9 1 

2 9fc:j3V^T. *-r. B*S6 4 t>> h®aaRb4ifi)l 
U Rbii5<tlFSB<DIDT-fc5ID (b) ;feAt2lfs 
1-5. CinSSfgUfeAH:. fffct 6 4tfs; h©a»R 
10 a$r5fefi6L. Ra. Rb. ID (b) CDHt. DES© 
CBCt-KT-ilKabS:fflV^T7^-^'«:Bg9<bUx B 
tiiai-rs. JOriS. «Kabtt. A*J iVBCJtacDiK 
ffi^i: b-C-tn-e'ti©IBSiS!l^i*gt:««fl1-5«T-feS. 
D E S CD C B C^^- K t^K a b J; SBi^^bWl 

mi±. ^J^^^DEs&ffl^,^tj!!lat:j3l.^-ca:. iiuasfiii: 

Rai:*j*ffeB«J|&31«U DESBf^^bgPtiSV^-C. £1 
Kab^ffl^^TBt•?<bb. Bf^^E 1 &±figU «£(tT 
Bf-^iE 1 fcRbi:«:l*<1fefi5i&SfOb. DESBf^fbSC 
t^5V^T. @Kab*ffl^,^-CBt^^bU. Bt^:ScE2$^ 

20 bEu iit^:S:E2i:iD (b) i:<fc»ffee?jliia 

fobs DESBf^<bg|5(ci3V>T. aKab£ffl^r^-rBi^ 
^bbT^fiEbfcOt^XE 3 ttCjco-CiSfsT^-i' (Toke 
n-AB) S^fiE-rs. 

[0 2 0 7] cn&SmbfcBH:. SmT^-i'ife. -^tt 
•3 i: bT-ett^ncosBtS^^rtlclSitfll- 

J^Kab (ISiE:^-) T-«^^b-r%. ^m^-H'CDm^ 
H:.:^mt>. ST. Oi^:ScE 1 ^|ggE:3p-KabT-«^{b 
U aaRa«:f^.5. Bi^:S:E 2*SgaE:^-Ka 

bT-tt-^fbb. -ecDitSShE 1 S:^fl!ief)gaiifnb. Rb 
30 Sffi). ft^t. lli-^:ScE3$:ISiE:¥-Kab-CfI^{b 

b. -twiKftfcE 2*i*fi!ie«)iiSf3Sfnb. iD(b)Sf? 

CdbTff feixfcRa. Rb. ID(b)CD^-^. R 

bi5J:7Jfi D(b)*^ Bifimm[.tii>a:)t-mt^ifi\^ 

bTS:ai-?>. 

[0 2 0 8] }*lCBtt. Ka«K:ffiMrS-bs''>3>^ 
- (Kses) ^^0.th aS(*fflv> 
?>) . -ebT. Rb. Ra. KsesWjiRC. DES© 
CBC*-KT-S'.§E:^-KabSfflOTBg^{bb. At 
40 SiSI-S. 

[0 2 0 9] Cin^SfsbtAJi. Sfi7^-^'S:^iE+ 

-Kab-r-ti^<bl-s. S{i7^-^'©«^<b;^iS{4. b 

5, ild bTff 6>tlfeRb. Ra. Kses©|^. Rb 

i). ZCDWdllZ^^tzm^. AttB$:iE^'Ec4j©i: bT 
5v>tffl^^g:igaEbtmt:i4. ■k'yi^3>^ 
-Ksestt. l?iIg^®«{5iS3ieotK)Ottjilli:bT 

50 [0 2 10] tjiti, SBT'-i'CDWcomiZ. ^lE. ^ 
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[yXmmt:^J (S 2 7 0 3T-No) "TS. 
[0 2 11] mS.mM.ifiES.^ (S 2 7 0 3-CYes) b 

tt. 121 5oaiS4££i-'V h 6 OT-^fiKUfeSLSlSrffi 

[0 2 12] T.T^'yyS 2 7 0 StfcV^Ts 

(1) Dyy^yyJf—Kc oni-^i$}it^-yay^ 
(EKB) *»f>^?f $nSOi-^{b=^^-KEKSfflV^TI© 10 
^-(bfiLSLT, E (KEK, Kcon) ^^^-t^tt 
*,tC. (2) 3>7^>«>'*-KconS:B:E^a.3llCiiV^ 
■r4E!iUfe-t>>->3>:^^- (Kses) T-Bf^^biO-ii?: 
SfTtT> E (Kses, Kcon) Sr^j^bTs ISM 

[0 2 13] >^7^<y7'S 2 7 0 S-ettx IBltSSASS^ 
^g*»e)S{ttfcE (Kses, Kcon) ^■t^i>'>3 
>+-T-a-^UTn>7^>^;'^-Kc onS;5lff bx S 
f,lc:, Kc on*l31fi^gt^«)»iNS*nTV^S;^ bU 
-S^:^^-K s tmtcJi-^TBi^^bbTE (Kstm. K 20 
con) &^c£b. 3fi$:S^^Sl::jSfl-rs. 

[0 2 14] m^ms.ii±. 2 7 0 71:: 

iJV^T, ^^T^-^/rS 2 7 0 ST-^EEbfeE (KEK, K 

con), ii^V'7.^yrS 2 7 0 6X'idm.mmifi^S 

isLtzE (Kstm. Kcon) SrfflV^T, 

-f;u (112 1#!S) S^{|fi!(;1-i> i^tgfgm^TRK 

[0 2 1 5 ] >^7^>yrS 2 7 0 8 t43^^T^ SBifi^a 30 
(^^'J*-K) ff4^g/)'e)S<ab 75:7=^-^75' 
-f ;i/ 7 -7 •> a p< * 'J IC ISfrtl" i) . 

[0 2 16] i^'kiiasicj:!?. 7^-^7 7^" 

h^>;/i'tf«|^daTRK INFr^— J'ttt. JfetSi^b 
feE2K 02 3tzSR-r n>7^>';'^— Kco 

nswiaKb^-rp •vi' (EKB) t-^mm$mm^ 

^b=^-KEK$:fflV^XIli^^bjatabtE (KEK. Kc 
on) n>7^>>;/:^r-Kc on$l3«^S{C^«)» 
lfl$nTV^S>^ hU— s;+-Ks tmt J:oTBt^<bb 
tzE (Kstm, K c o n) ©2c><DBt^-fb3>7^>'y 40 
^-*51&«rt $ -5 c: 1 1 * ?) . 

[0 2 17] tjiii. ^my'-i'. mi&'r—S'^<Dm^it . 
iaS (i , 3 > X > - K p„Q n.S: ^ © * $ n > > «y 
ODi-^ftfSi: bTiIffl bTllf7l-?)*\ fe?.l^{4=J 
>>;'&«e£1-?.^^-';^x S;ttt7u 'i7^$:#ffii: b 

S i7 % 9 filfli -r S c: t AS pJt^T- ^ . 
[0 2 1 8] C©cfc^'&:7'-rJ'7 7"l';uSrffl('''fcW45Q. 50 
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iilZiJl^Tttx B^^Mttv E (KEK, Kcon) 
t. E (Kstm, Kcon) ©l^■ri^4»4^^Rfi5^^ji 
ffl bT 3 > > ^- K c o n pJIg i: «; ?> . 

[0 2 19] n±mm.2 oomm^mso o© 

m. ■r'&:fc>*,?I^JaSS:llfT-rs«^©jaii«:l2 3 0© 

7D-$:ffl^,^t:l5i?§■r5o 

[0 2 2 0] B^SMiiilfiSiS^glix 7^-<J';^tt)tc 
S-r;^v^>v7'S 2 9 0 K S 2 9 0 2 ic^N-rffi 

MmM.^m^mi7-ti>o c:©®a<i. $tts5iWbtiii2 

9©J!lSi:|Bl«T-feS. fflSS:iiE3b5i*c»bfe«-& (S 2 
9 0 3T-NO) tt, j(!lSSr$l71-5o 
[0 2 2 1 ] fflSsSBEASjERji (S2903T-Yes) L 
tiS^ttx :^7^-;'7"S 2 9 0 4^ci3^^•r^ IBtS^SA^S 
4^a{c^bT7'-4'7r'f ;u=&33Hi-rs. f—^-p^ 
-r^'l'SSMbtS^^SJis 7=-^ 7 T -f -il/fji© b ^ <;/ 
i'tS«^i^TRKINF7^-^t:^*b. r)>7^>>>df 
- (Kcon) ©*S«fl«iSlS:*'JS'J-ri.. CW^fJS'MS 
tts ^-«J»{b7'D«;'^' (EKB) tioTSlf'f^iaS 
^•t < b ^ - K E K tZ i o T Bg^fb ilfc 3 > 7^ > 

■fJ&tJt.E (KEK. Kcon) AstStft^tl-riNS 
A.giP$:=fijSij-rsaiilT-fcS. E (KEK. Kcon) 
©Wilttx 5fe©[32 1, 2 3 T-Si^BbfeT^— J' 7 T>f;V 
il3©h^-;/^«IIIMtSTRKINF7^— J'© [EKI] 

[0 2 2 2] E (KEK. Kcon) *s^StA?n-CV^* 
«^ (::^7^>;/7'S 2 9 0 6T-Ye s) (±. ;^7^->'7*S 2 

^^ixzmn. ^--^mtyo (ekb) ammtz 

Jii). Ili-^<b^-KEK$:®l^#bTx ISlff bfeDi^{b=if 
-KEKlCit), E (KEK. Kcon) Sr^^bTx 
nVT^^'^^— K c o n5:lxff -ri)o 

[0223] E (KEK. Kcon) t^li&lffi$ixX^^f£ 
(P^7^-;;7'S 2 9 0 6-C-No) 7.7^ .y7-S 2 
9 0 8C*5V>T. 5Bt!S*IB©*iJfflI*i'i-^l'3 3lCi3l> 
g21t^§{w^to1S*rt^tlTV^2>;^^ h U-i^=*-K s 
tmlC<toTBg^fbb;tE (Kstm, Kcon) 2:7 

H/-i^=3p— Ks tmlc:J:cT}t^bT> $6)13. tBS 
g.iE«!,3tc*50Tfl^JIS* J: VlBlfiS^BT-ftW bfe-b 
•^/J^a^df— K s e s-r-Bg-^{bLfc7^-^E (Kse 
s, Kcon) $:^B£bT, ^S^^fifciSfit i>o 

[0 2 2 4] ll^^Stt. 77^ 7-3 2 9 0 9lC*0 
Tx IB1t^S*>6>S(ibtE (Kses, Kcon) Sr 
■fe u/i/3>ilr~K s e sT-«^bT3>7^>'y:^r— K c 
o n$:Bl?ft" 

[0 2 2 5] 77^-y7'S 2 9 1 OT'tt, 77^'y7'S 2 9 
0 7x *tB:77^-y7*S 2 9 0 9©^^•ri^iPt:i3l^•r9^ 
If bfe 3 > ^y^- K c o n t J: ?) e^<b3 >7^ > y 

©a^S^TJi^o 

[0 2 2 6] d©J:^lc, m^ito>7'>y(Dm^iiS!M 
^Ci5^^T. S^SISttx E (KEK, Kcon) S:^^* 
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ib^-zra-:;^ (EKB) -b^^m^-^tlZm^ih^-K 

E (Kstm. Kcon) tacJ<ffl,a&^ff-rSA». 
v^r^^*0)^^lSS:^^f -r 5 c: 1 1 J; t) 3 > ';/*-K 
c o n S i: AST- 1 2> . 

[0 2 2 7] ^my'-'p. M^^-i^mo^m^m, 

att, 3>7=->^'=^— Kc on&-€0**n>7=->«;'0 

[0 2 2 8] [KEKS^SIflbfeEKBCD^;*---^-;' 
M 5tK:SI6?£ffl^^TWJa^b:^-r□•J'^ (EKB) <D 

-m^<b^- (KEK) 4WJafb=^->^D<;;i^ (EK 

B) t»ittb-r«J#-r5*B^©«f*fl<j«e7'— J'«b£^»c 

[0 2 2 9] S3 llC=lr-Rg^<b:Jr- (KEK) ^WJ* 
{b=3f^-:rD-:;^ (EKB) {ClStrtUfc7^-^'T-$)i.EK 

-r:^ (S^SM) lis 'r;l/3!p?>i^;>S^3^t.u.T=^- 
-D§^Yb:3r- (KEK) 5:551 iJail/T. KEKtcJ;t)E 
(KEK, Kcon) S:?!^ bT3 >7^> ^- : K c 
o nt'SlffUT n ®«^*llfTi- -5. 'J' 

[ 0 2 3 0] BLKID-EKB (4>Wb) 
iil* : BLOCKID FILE ID 

tt:aSffl = "EKB" ((?iJx.<iOx4 5 4B4 2 2 
0) 

[0 2 3 1] MCode (2>'W h) 
jgl* : MAKER CODE 

-K 

fit : ±(ai otr-y b (pt-*-3-H) Tcaet-i'h 

[0 2 3 2] LKF 

: LINK FILE INFORMATION 
«lfig: ^©EKBt J;oTlt?#^FiTSKEK*s@fflqIt6 

: 0~0xFF 
b i t 7 : (PB L I ST) Iz^m : 

1 X ^mm : 0 

b i t 6 : Eiiaf"x.y^(i (I CV) icffiffl : 1 , 

ffi : 0 

b i t 5~0 : 'J+f-7 



50 . 

[0233] LINK count 
iil* : LINK COUNT 

«tl: 'J>^7b■CV^S7T-^;l/ (l?iJiKATRACK3 
7 7'f;i/) « 

m. : 0~OxFFFFFFFF 
[0234] Version 
jtlE^ : VERSION 

{S: O^OxEFFFFFFF 
10 [0 2 3 5] EA 

: Encryption Algorithm 
aitl : Eft ®^Rlff $87 r ;K!D M^-y^JBrST;!/:? y 

ffi : 0~OxFF 

OOh: 3DES: h ') r;i/D E S^:- i SSQ-S 
0 1h:DES : i^V^^^l/DES^-KtiSSQfS 
bUr;UDES^-Kt<t5jJLS{±. 2a!^W± 

S^— b-tt lo©^r-fc:J:S«!.ST-ife2), 
20 [0236] KEKl 

^<lS : Key Encrypting Key 
m!^:^--^mbzruv'? (EKB) 
(S±tS5r) ^r-T-^^^b^fnfcn>7^>'>:*— -1©^:^- 
ffi: 0~OxFFFFFFFFFFFFFFFF 
[0237] KEK2 

: Key Encrypting Key 
«itfe : *-W^<b7^P-yf (EKB) 4'©;i.-hdp- 
(M±{a) :Jr-T-iig^fb^nfe:3>v^>'y:ir-iii^+- 
fi: 0~OxFFFFFFFFFFFFFFFF 
30 [0238]E (Version) 
jSniic : Encrypted Version 

: ^^-Wia^bT-D (EKB) <^ cD^l.- h 
(S±{4) +-T-flt^<b^Fn;t:-'^-i;3>§-^. a^B# 
©T4-'W Mi'J-tf-7' 

e: 0~OxFFFFrFFFFFFFFFFF 
[0239] Size of tag part 
^.1^ : Size of tag part 

SP^^It-f X (Byte) 
40 fil:0~OxFFFFFFFF 

[0240] Size of Key part 
.#.1^ : Size of key part 

^^(D-^^X (Byte) 
<i : 0~OxFFFFFFFF 
[0241] Size of Sign part 
: Size of sign part 

>gB^©-9-'i'X (Byte) 
50 fl:0~OxFFFFFFFF 
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[0 2 4 2] Tag part 

jt.l5)c : Tag part 

m : t'^TCiS 

[0 24 3] Key part 
jSi* : Key part 

^^Ot"-^ 10 
fi : f'^.TOfa 

[0244] Signature part 

^M- : Signature peirt 

( S i g n a t u r e ) gP^©?*— ^' 
11 : i-'^-r©ffi[ 

[0 2 4 5] ±xK<Dm.BS^JiUm3 1 t J:oT^^n2> 

CK37T-f;W) iiJi: U-COt^— ^ [Line Cou 
nt] A'iStl'i^nSc S^^SIiv [LKF]. [Li 

rp 7 T-i" e) IK w ^ s K E K srMffl -r '-^ ^ 7^ 

- ^ f S g *»*5 J: V-f ©8!i ife *D S c: i: *s Rl&e i: 

(0 2 4 6] C'j >i'ii$65:fflv^-fc7^-^fg^. s^ia 
31] ±7&LtzmMmt'f'^mn7r^)viz^^riiO>:7 30 
7T-{ jv^m^i-t^tztbcom^iy'-i' [LKF]. 

bTV^S7T'^;^ («?!l;t«ATRACK3 7 7"r>'l') 
HSi: LT©^— ^ [L i n c C o u n t ] SrfflV^T. 

[0 2 4 7] 03 2i,ztm^s.(D'f-^m^mi$.. mx 
«ia 1 5 1 ^N-rism^e 30007^ -y->i^*'j 34 

[0 2 4 8] S3 2t^-r#ag7=-i'07'-f L"5' ^ 'J^^ 
tt. n^^^7 7'i}V (PBLIST) . m^itrJ^y" 
>'>'fcbTffii!l©ATRACK37^— ^77"f;i/ (A3 

D) ^sns. $e>ic. iBtg^sttt. ^mo^mt^ 

-•7U'j>?-?7<)\^ (EKBn) ASfetfl^nS. ATR 
ACK 37^-^'7T'f;V (A3D) 0^g^5Q.3lfc:®ffl-r 

:3 > -5^ > dr- SlRff f i. t «)OW2arb^- ^ P 
7r'r;i' (EKBn) {±. ATRACK 37^-^'77"r 
(A 3D) lC^Sn?)*'f>^'lCJ;oT*!lSiJ^ix5« 50 
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13 3 2tcg=sr<taic:. lo©§ja3'fb^-:7'D>;;;5'7T'l' 
(EKBl) 3 1 0 U±«IS (3) ©ATRACK3 

[0 2 4 9] c:©iS^. w^a{b^-rD';/^7 7r-<;u 
(EKBl) 3 1 0 1 ^cMJ6&1-5E^iliSt^ItSfS7r-^ 
;i/©[Linc Count] {c{i3o©n>7'>>>'t 

iSffl $ n s d t S: s%-r jEi^isia s n ?. d t s . 

[0 2 5 0] [113 2©J:a3&:ffi&©=i>7^>':'7T-f 

[0 2 5 1 ] n 3 3©ais(±s m^i£%^m^m.t lt© 

U*-K&^«LfeS^SB©Sji$:ONUfe|glcB^ 

[0 2 5 2] *-r> ;^7^-;^7^S 3 2 0 1 iciSV^T. 
^rntHs S^'^©EKB7 7"f ;i/© >:/<^miSS:K5^^Sl 
!?. [Line Count] ^£5^x-J'^-rS. 
IZ, [Line C o u n t ]©*■>> bS(3!)J^V^*»© 
iP?.MlC. ^to^«>e,#Xfcfia [n] ©EKB7T1';i/ 
^ilf^t-S.- flfgf [n] ti. m^^Soypn^;^^')^ 

[0 2 5 3] ^tC. ;^-7^<v7'S 3 2 0 2Ct3^^T. MtR 
LfcEKB©SJLJliC.tt). [n] ©*-ai^<b:^ 
-:KEK^mffU c:ixe>4ff^^g©®te«l«l«*Si: 
L T iSS ^ n fc R A M©R)f S^J^lc <Sfe<j f 2. . 

[0 2 5 4] BSfe^MJi. rs 3 2 0. 3 tc 

;^7^>;/7'S 3 2 0 4t:i5l>T. ^©3it;?n >7=->'> 
©m^ twiSffl -r •£ K E K *5 R A M tS$fl $ flT l ^ *^£g 
t^^m^l^s Yes©^&tt. ;^v^->'7'S 3 2 0 StCii 
5^. •?^©?^^t^KEKt»•:5V^T. E (KEK, Kco 
n) ^m.^l,-Z^>'r>y^-t:m9LX. ;^7^<;'7*S 
3 2 0 9T-S^. ttjiio^. m{#Lfcrj>7^>>;;:^r-tc 

[0 2 5 5] X7^u/7*S 3 2 0 4lCi5<.>T. jitR3 
>^y©«^»caffl-rSKEKASRAMlZlSJrt$nTl>'&: 

V^J^^Ii. ;:<7^-y7"S 3 2 0 6(C:fel^T. ;^hU-i^=¥- 

-T-iii^^b^nt=j>7^ -rttt)*). E (Ks 

tm. Keen) ©W»4*l^b. 

T'S 3 2 0 7{3i5l>Tx E (Kstm, Kcon) ©« 

2 0 9T-S^. fit)*). Sfff bfc3>-7^>">=^~lci 

[0 2 5 6] y^T^s/rS 3 2 0 6tC^>^^T^ E 

(Kstm. Kcon) i5^v>i:*J^$tT.5 -^rofS 

^*t^:3 > >;/tC®ffl1-'<§ E K B SIBltlSBA^ e.m 
LT> lZf# U t E K B©«^JaS{C J: D K E K 

L. 9lff bfcKEKlCj:SE (KEK, Kcon) ©^g 
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[0257] ClOctdt. S^^Sttx ^fttett^Ht 
*&«rtl/fca[S[0='^-W^!jftrD.v<5' (EKB) CD [Li. 
nc Count] S^x'y'^bx [Line Cou 
nt] ^»is^\,^EKB®a-%^||^f UT^ 

-Bt^-fb:^-: KEK^«*flUT*i<fltJSi:-rsc:fcfc 

IS*flbfcKEK$:j@fflnIlli:^t)x Ja*fi?j3a:3>7^>';/ 10 

[0 2 5 8] [:^r-WJ»<brPy'j7 (EKB) tCtSK 
E=SE~iB{f] ±a>©*iaj^b=^P-^o.;/i> (EKB) i&ffi 

ffl-r5iSljE=^-IKnS:E<s-r-5>c:i:tJ;t). 

[0 2 5 9] tt5i^Bi^:55S;&fflt>fcfflSigiE:?5i£ (is 

0/IEC 9798-2) ttx $fe{c|2 2 9 SrfflV>TiJiW bfeia^-C- 

^ei:iB1S^ettlKIE:^-Kab&«Wr«.. CCDttii 
®Kab?fe±Jft©W«b<b*— royi7 (EKB) Srfigffl 

[0 2 6 0] H3 4*5J:VE13 5 IC^SicDt^-'W ;^tc:« 
iiroiSiE:*— IKnSrWSb^b^^r— T'D.yi' (EKB) t 
J:oTE{i-ri.^fi£««J$:^Ni-o 12 3 4(±v^M^';^0, 
1,2, 3{c?*b-tm^Rjtg'&:Sg|iE^-I Kn^i2fg-r 
-S.^J> S3 5(i7=/W::^ 0, 1,2. Z^(r>=rn>{ 7.Z 30 

[0 2 6 1 ] 113 4©<5!lT-(i. Stfy- K=ir-K (t) 
OOtioT. mi^-I KnSrBf^fbbtT^-J' 
(b) 7^/W:^0, 1, 2, 3fc:*<.>T^n 

fey-K:^r-K (t) 0 0$ig^pJtE;&*j5b{b:^r-:rD 
(EKB) $:5fefiKbTE{t1-?)o ^ti^n^T^M-f 

:^a:. 0 3 4©feflSC^f id^c^-r^ EKB^ffl-g 
(«^) l-SCfctCJ:?), SI3f^nA;y-K+-K 40 
(t) OO^SX?#U ffif#tfey-K^r-K 
(t) 0 0«:ffil>Tlli^^b$nfcK:ijE^- : Enc (K 
(t) 0 0, IKn) *a^bTSII=^r-IKn*t#5 

[ 0 2 6 2] ^©ffe(D7^>'W;^4, 5, 6. 7-{i|5)- 
©.W5aj<b:^r-rD«vi' (EKB) $:SmbTt)i*(D« 
WrSv'-K*-, U-7:^-T-tt. EKBi£KiSb-C 

s«f?nfey-Kdp-K (t) 0 o?fe^^«r^>c:i:tfT• 



) igra 2 0 0 2 - 1 0. 8 7.1.0. 

[0 2 6 3] 03 5C0f^Jli^ •7^>'W^3 AS. 

2, t3^bT©5!(i«^qIlfe;5tWJaKb:Sp-7'D5;^ (EK 
B) 5r^egbTiBfibfc^JT-*-S. 03 5lr?x-r (a) 
■^m'C.^-^uv^ (EKB) i:. (b) WM.^- (I 
Kn) Sry-K:^- (K (t) 0 0) -n^^W^X^fz^- 

[0 2 6 4] 03 5 0tffi!lt{i. «-^*)li$:^NbTfe 

So 7^/w^o, 1, 2ii. S«bfcWm=^- 

7^ □ ^7 C, g a-CDiSW "T S 'J - 7 dr- S {± > - H 

-«:fflV>fe«^JSiat:j:»)v H»ry'-K*- (K (t) 
0 0) $:?Zf#t-5. ^t, K (t) OOtiS^^tJ: 
^WM.^- I Kn?&IXf^-rs. 

[0 2 6 5] <fe©^Vl'-7*®7^^W t^ditfT^M-f;^ 
4, 5, 6—tt. c:®|^l8S®x— (EKB) SiSffib 

fflv^TSffy-^•:¥— (K (t) 0 0) ^gxff-r-sci: 
*sT-$'&v%. i5]tt(3 j'^ntT^M^:^ 3 tijiAT 

(K (t) 0 0) &^f§-r5Ci;*ST-&-r. 
[0 2 6 6] c:©J:^t:. EKB*fijfflbfcEIE+-<D 
*sqjfigi:'a:%. *jafb*-:?"D s»^7 (EKB) t: 

<t-5TDt^<b^ntgflt^ix5EKBaE(BKaEat±x itR 

K5) J&SRiliT-feS. 
[0 2 6 7] ±if>bfcEKBtCJ:SigE=¥~©m«®a 

[0 2 6 8] EKB$:^iJfflbfe^liE^-C7:)ieill 

[0 2 6 9] $t®0 2 8~3 0?&fflOTSJiB^bfeJ;5 
t^s ISm^SS*iJfflbtn>7^>>>'(Z)lB8t. 

s^lI*ll^T^pItl*g3^t^«^*:t>^bTx-^^s^ft. 7^ 
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^7.^. CD-Rt|{±ffli:^a)!)S^»Ft6tfeS©-C-> is. 

[0 2 7 0] 'J:*-^•$:^fflbt7^- 
rS 3 5 0 2^C*5V^Tx SiElSE 
i:bfc*»S*^^*J^b^ fiE3i:bt:itS*f1^i:bT;^7^ 

r S 3 5 0 3 iCiii^. gS|I^tg$:J#fc'&:V>iSiSj«f*x 
(^ll^Jf/N-HT^'f:^-^. CD-R. DVD^*«^^;fe5^ 

[0 2 7 1 ] P^T'^yyS 3 5 0 2^Ci3^^T. 

b^A^ofci^ipij^^FtifcS&tts :;^7^>yrs3 5 0 3© 
CD-R. DVD«^&fflv^fc7^— J'lBSs s^matf^ 

[0 2 7 2] {ggip{^r'J*-KtCttx ^tox 5fe 

romi 6-r-iftWb*iigliE@7^— *'*1SlrtbfeflSfEfc b. 
S^^gA5^ffl-r-SiSII=^-SBU3iEbfcJ:at:. * 

[0 2 7 3] C05J:ol3. S*fe«S®iSiiE=^-$:=^-W 
mtZ^O'^t/ (EKB) T-tS«-r5:ifcl3j;»). lE^'Ec 

fSiS;< * 'J K i:c:itii:iSaERjt&'&:^8iE=¥~S:iSfi1' 
5tt— i'Snfcfl^SaCttx W!aj«eKiE=^-*^E(tb'&: 

^J^tfM-H7^.^>^^. CD-R. DVD^SfflotT^ 

ay^ (EKB) ^^—y^}—o[>*}—y^mSS.t^7'— 

IE 7^- M t is V ^ T W b - 

rp.;;^ (EKB) t\^Xtmti>ZtiZji<!). T-iEU 

[0 2 7 5] [5^i ( I CV: Integrity Check V 

alue) ^SWffiEE] <kic. 3>x>>;^cD2iS4P;5±1-Sfc 
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V) Si^fiEbT. 3>7">'>'t^Ji5ftltT. ICV©it 

[0 2 7 6] n >T->>>'®f' VT-^'^'J^^-f •5^i>;'^ffi 
(ICV) it. ^J:tl^r:>■7^>":^^cM1-■5^^>>~>J-HS^ 
^fflV^TltSt^n. ICV = hash (Kiev, C 
1, C2, •••) tJ:oTim^f*lS. KicvttlCV 
^eS.^—X'ib^o CI, C 2H:n>7^>\ycDti^T-& 
•3. n>7^>\y©aStSffi©/ u'-t-v'^iiE??^ (MA 
10 C : Message authentication Code) ifi&M^iX^a m 
^b&i^t. [MAC] tt. 02 It'iftWblfcATR 
AC37^-^7r-f;Kct,$*n5. cne-ssfflbT 
>y'i^^)r=-^ ' ^xyjzfit ( I CV) 

[0 2 7 71 DESBi^JaSSUEftSfflVfeMACfiS^fia 
^J^03 7lc^>t-. 0 3 7CDffij6£K:^x-rJ:-5t:?^ftfc'& 

fife/ f -fe— i^^M U M2. • • MNi:-rS) . 
S-Ts SOMBtt (Initial Value (WT. IVi:-r?») ) 

yjic. I 1 <&D E SBg^fbSSlCAtls ® (A;iT. K 1 t. 

•r-5) sfflv^-cni^^b-Ti. (tn^SE 1 fc-rs) . 

Tx E li5J:t5M2&»{fee«jS&Sfflb. ^©{±i:^I2& 
DESDt^fbgU'vXiXs UK 1 &fflV^TB§^{b1-?> (l±S 
:^E2) . blT. Cin*i^t)ilb. ±TCDp<'>-t-i;C 

M\^xm^<tim^m-t. ««tcuiT#feEN*s;< «y-b 

— i^SKKF^ (MAC (Message Authentication Cod 
e) ) ti-£^c tiiii, ^^:,-b-i^tl.Xlt. MEMMlt 
75; 3 > 7^ > 43 J: U^'v ^"tt ai^© 3 > 7^ > §ia 7^ 

[0 2 7 8] Z(DJioU^>y->'^o:>MACmtlCV 
^0S.^-Ki c vlCM-;;f>-J.KSS5:il«bTfflt^-r3> 
7^>';/CD-f >v^-^'j7^-< •^^iU/i'fS (ICV) A^^ISK 

^J5£B${c^E£bfcI CVi:. iTttcrI>7^>>>'Ca■c5v^ 
T4)5£bfc I CVi:&lt«tbT[5]-® I CV*5f§e>tl,n 

[0 2 7 9] ±}&(DXotii-<>7'i^')7'^ 
40 (I CV) (i. 3>7^>>yfli'{?tc^bT^fi£$ni>aa 
03>-r>'>'MAC<l{CJ: t), 1 OCD-f >5^^'''J7^-f • 
f=-x>;'i'll (ICV) S^J5£-ri)Cli:*5°Ifi6T-S>5. 8i 
ii®MAClzJ:-2> I CV©|+pt{i, ^ij^li, ICV = M 
AC (Kiev, C_MAC [0] ||C_MAC [1] 
||C_MAC [2] 1I-) tcJ:oT^fi£1-i.. 

[0 2 8 0] =i>x>';/^fi£li#{c4ERbfeICV*<S*A 

vxat. ^x-yi^iQ-antic^fiiii cviiisiwi cvcD 
(II cvAs-st-rntfeiSJffibfcfij 

Sb. I CV*s^-S[©j®^(i, &®*s.Wt)i:fJ:S$ 
50 n> 7^— J'li4«IO«!Ii3l$)JK3!)5«t*ixS. 
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[0 2 8 1] A't^}ti-\'m<D%m^mizit. 'sm^> 

t-f Vx^^Ut^-T -f^ai-^/^M (ICV) $^^UT1S 
[0 2 8 2] Lif^Vtaifi^. 'J tCft*ft-rS3>5^> 

tT-r2>-i:AS'i:'Si:'S-5. f?yAtfD E S - C B C K 
K:i3V^T±^?^l-5pt •;'-b-'>-^EW^ (MAC) tJ; 

^■^\txLn^-hV) E s - c B c®^^ls^3l^T■r 2>c t** 

[0 2 8 3} IBIS^MtLTffiflBnltl:* 

^ n © * 7=- =f o?s * 5 a > -5=^ > <;/a)eftS[^ x >y ^7 g 

(ICV) $:4J5£LT^fTl-'5lS5£i:^SCi:{cj; t). 
I CVCDf^x.yi7|llf, $>^(,>ttl CV©^HB$. ^Jx.« 
T^-^'^MO^roSrfc'fe-f >7^^^'j7^-f •5^3i';'47ffl (I 

CV) a:)^ms^mt^~. l-zx^tiy'-^i'^JiHoD^—P^PtML 
i: UTli^T RJ Bail's: ffeC0:<3 7^=f U 

-f -f^x-yi^fii (ICV) &^s^fl-rsfl!fiR^co^^Tift^g 

[0 2 8 43 ®3 8lClSiS^glC<S*rt$n*7^-'J'1gfi!o 

-E^n-encD-f >7^-j^U7"'f -^^xfi^fa (icv) 

■>i;<t'J) ttt. SIS Btz^x^n* J' 
c/Jt^^- h ')(Z. S^mil^T'T^l' (PBLIS 
T) , Pf^<b3>7^>>;^fcUT«SiroATRACK37^ 
— J'77"r>»W (A3D).*s^**lT yt'Jt 

#n) i^lStrtSns. ^Sl<7:>*7^=f'J i:J±. m^nt. # 
[0 2 8 5] ttz. HujjB©WJ!&<b+-7-D-;;^ (EK 
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B) ©^S^a (ri^V-T^-f 7^^) $:l:«J7^=f'Ji:UTiS 
^LXi>X\'\ ttjit>-^. i!>^^mt^-:^Oyi/ (E 
KB) IZJi-oXm^^tii^-m^^- : KEKtCio 

[0 2 8 6] mi.'smyr (pblist) . og^ 

;i/ (A 3D) (D^^lZlt. E&a^^x'y^'WfefeCD^ -j/Hr 
— i'^-IEt?^ (MAC (Message Authentication Cod 
10 e) ) t^^^ix. zn^coMACmizM-^^^X^ y'rif 
•Jx-f •5^x';/i7ffi (ICV (con) ) A^^fiK^n 

aScO^Vr-^'ytDMACflHi, 7-5 5/->ip(tU 
0->-'5r>;^'<-i^t:MACy;:^ hfcUTlSJft^ SSI? 
ix> cne>®MAC 'J:?^ hlca-:5VNT I CV3fefi£^-K 

i c^^mmx^xn^m^ >7'ir^)=r^ -^j^-vi^m 

(ICV (con) ) *stt*fl«#3FnS. 

[0 2 8 7] n>7^>-/MACfBS:fefft1-i.>— '5r>;^ 

20 TiftS^ftlfclfi^T-ifeSo 133 9©5^-'^>;^-^-i^fl| 

[0 2 8 8] E (kSTR. kCON) it. /^r'J*- 
f(0:X hV— 5^+— T-Bi-§-{bbfcn>-5r>'V:^r— T-fc 
«>. ID (upper) , (lower) Utv ^^U* 

-\'(Dm'i^ (ID) CDlS$rtMt^T-fci)o C_MAC 

CO] tt^ m^'Mmy^^ }v (pbl i st) (Dmes.y= 

— '5'K:S-3l,NT^ia$nfcMAC(eT-fe?)o C_MAC 

3>7^>«y, fifiJxtf ATRACK 3-7^— $'7 

r -f 1 ©x--^'^cs■:5^^T4BK^?tltMAc^a. w 

ACfSlcS^l^T-f i'T^-J^'jT^'f •f^x-i'i^fg (ICV 
(con) ) *s^fig$tT,^ ^BK^tlfelCV (con) 

M'5:2>mi^;^7^A{c«j$i-r-&fe.«). -en-enwa 
•>:^7^A*>f,3fe«?jxS I cv^i-tn-fnsa^iurt: 
<sirt 1- 2. iSBit -r s w h i L o » 

[0 2 8 9] *7^rf'JSlCBtSt5=-x«;/<>C0fc»lC 
(ICV) (i, ;<^';*-K©l51SSi5 (7^-;/->ip<t 

[0 2 9 0] &*^rf 'JScD'f >-7^'5^"j7=^-< • 5=-x.vi/ 

ft (ICV) 

4 0 IZTTsto # 0_r e V i s i o n(±. ijy-zi^) # 0 

#0_versiontt, i37'Zi^)4tOco 
M-i;3>, #0_E (KEK. Kiev) tt. *7^:J 
') # 0©^-Bf^<b^- (KEK) -CBg^^bbfe I CV 
50 ^Bfcdp- (Ki cv) T-fet). I CVO{±. y!37^=f'J# 
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OO-f y=T^^)=r-i •f=-x';'^ft (ICV) <S-Cfe^« 
WT. |5)«©7^-^'*>&*7"=f'Jffit^EKB# 1 5^T- 
[0 2 9 11 I CVCf-x^y^tt, :^>II#. 

[0 2 9 2] *-r. s^satfy'?'7-;t>s t-tzumtz 

<V7-S 4 0 0 1 ti)V^T^ S^^Bi:!BiS^SF^©ffl5 10 
•^/^S 4 0 0 2 ti3V>Tl31S;SiatH4^aHT©*i5 

s 4 0 0 1 ^c^5l^-Cs s^^ai:i3itsara®ffl5isiiE 

i)5R]|feT•'fe^>i:*'JS$^^fc«^li^ ;^5^-:'7'S 4 0 0 3 

[0 2 9 3] ;:^7"-;'7"S 4 0 0 4 T-fflS^IEA^fiKi U^fc 
*»g3!)»*s2|aJ^^i^^ WTWjaSli^ff 

#i^5&:v^T-^$T■rs. *assiEtfjEfiit©«^ttv ^^^'j* 20 
•rs 4 0 0 5 ^ci3v>-r I cvroi+»*s|i^T$^2)o ic 

[0 2 9 4] Jfet^^T^'J^rS 4 0 0 6^3^5l^T^ Sf^i^ 
I CVi:cc>lt!K*5|liT$n-5. ill CVAs-aUfcJ^^ 

[0 2 9 5] c©J;^ii> ';roS'St?>='>7^>'>' 
(ICV) fe«fe]«bTms-rs«!^i:-rsc:i:k: 

a (ICV) ©^EEifflSA's lo©*-rrf 'J' 

[0 2 9 6] [JS5SMAC<gE£3 luiiEroS^'ga^ 7 

ATRACK 3T'-^77"f;i/07^— ^rtS 
©ffiJT-lftBJLfeT^-rJ'Sa^x j7fflOMA C(Message 

Authentication Code)CD^)5£^ ii i 7 7"f 

^!!l^l^-■:^^^t:^ WTiftB^-ri). 
[0 2 9 7] HI 4 2 ti£?ftM A CWStfiEx «<ifi®S^Sr 
r>-r. 04 2lC{±. $fe©ll2 1~2 3T-?^U&ATRA 

^x->i7^CDM AC (Message Authentication Code) 50 
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ti^ fi^^KATRACK 3 7'-^'7 7-^;^*®^,^<oA> 
Jfl^iatMACi:^ 5^x <v ^^W^sKMACtOitet 

[6 2 9 8] 124 2K:^^•rATRACK3x- 
^'77-^';^^c^&#^$^^5MAC^i^ -f OMACtCiSESt 

a^x-;/ ^^^7^-^*5. riNF-s eq#j *>e.© 

^gi®7^-^'iiiizis:^$ns ^»-€^ne>©MAC?^^ 

7^-^'JSit:a-:5VNT^fi£$nfeMA CAi7 r -f 
Ifl^nsCiit&S. ■ttt.t}^. MAC (INF-se 
q#||A||LT||-) T-$)2.o 0 F«g07^-^ A^M A C 

[0 29 9] L/*»U'&:**e>> ATRACK37^-^'7r 

X ^ «^7^— ^J' t) ^ »-C fr Jfe M A C S ^BE b . 
dti^ffiSiM A C i: bT 7 T -f -'l'4>K:1S»J-r 2> i: i: *) 

ic. iS*oefea5^x-vi7^^7^-^©^^>S?^*i:L't^ 
fiS,?n2>:t«Ji^:^-'l'MACl::oVNTJ±. S*:S\){cKSlf^ 
x-y^M#.^i^S:^^i: bTiS^bt«fi!clcoVfrSi?a 

[0 3 0 0] 114 2tC{i, ^iCiftB^bfe INF-s eq 
#WT®7^-^S:at®5=-x >y bTSSl^b 
X. ^fi£$n*Pi-Ui^:^-'l'MAC7 0 1*SATRACK 
3 7^— J' 7 r ISlW $ ilt V ^ i) . 

[0 3 0 1 ] ^e>{Cv ATRACK 37^— ^77-l'-'l''^ 

©iNF;^-'<-;5?.ici3^^^as«<^<cip«t»«'p{^v eft 
a5^x->i7©?^gti:-r'<#-r^— J'*^i^<s-rs«^s :*'J 

i;:#-;i.MAC 7 0 l®MAC^fi£?4#.7'— J'SrfiSEE.-fS 
7^-^, CiT-(±. [INF-s eq#] ?r^«)-r. ^ 
CDitil® INF ;^l*|OE&a5^ X «;/ ^?*^7^— ICS 

^^^•rgffc'5^MAC&^B£b^ cinSlSSgM A C i: bT 

7^— ^ 7 7^ ^Kt^lClSjil^l- 

[0 3 0 2] 114 2C^iC^T. ll£?gMAC [MAC (I 
NF) ] 7 0 2{i. MAC (1NF-Seq#| |path| |MAC (pr 
ofile) Mothers-) t ioT^t^^FtlS. CiroJ:^ 
(C. ffiSftMACIi. ::t 'J i^:^;i'MACCDMA Cifi£?*^ 
7^—$' CD-SB ^tDf1b©efeSf-x-;/i7??rai:ef-B- 
t T^'- ^ V > t ^Jdt ^ n S . 

[0 3 0 3] Sfes ll£56MAC®*#«l^li#s rfefc 
SfiSIMACCM^T^-^. ■T'itJ*. INF^® 

[path] WT®7^-^0«^t^l^lw it), mztaiiu 

jiMACSs ^^DS#^^lx.7'-^^ca-:3c^■^:B^E£bT 

S<Slfl-rSiaa*llf7^5PSt{±. J£?gMACfc:^* 
ix. A>-p;t'J i^:^-'WMACG)?if*7"-^-et$>^ [IN 
F-s eq#] C!)«t«lx.$:f7'&:oTSf3E:'Ecl£5iMAC 

[0 3 0 4] ::(Di8-^. ^^)i^i-AMAClZ'0\,^Xi). 
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^CD?*ft7^-^T-fe5 [INF-s eq#] ©HtSl^ 

[0 3 0 5] [INF-s eq#] <D«§gl^tt> 
NF-s e q#7^-<5'©'f >^ 'J^ > bjaa^iCtoT 
[0 3 0 6] :iOj;-5lC. efea^:ii.;;i7?^^5=— J'CJf 

ADt:?>fr5 lt^eE^ n5te?gM a c cdm a c ^^.ti^y" 

—fiz. :t'JS^:^;^MAC®MAC?^^7^-^®-g|5S: 
&tt>T, 5R:&OMAC©^^iiit-5MAC*flfe7^— J'** 
?5E^-y-x i£?IMAC(DSSfB#lCtt. :t 'J S^-:^;i'M A C(7) 

[0 3 0 7] [IBlS^a* J; VW^^BHfcjbMt S E K 

Bias] jfcfc^ mm<D^'j')-mm.<Dmi.mi^:^=rJx^m. 

mL'tz-^mt^-::^Dy^ (EKB) ^:^^^T^ DiP^<b 

[0 3 0 8] S4 3 ICATRACK 37^--J'*®nf^'fb 
rj > -7^ > >y S fei^ L ijy ^ / ^ U ;^ 7^ -f -V ^7 ^ o IBtt 
^BlOOi;. =i>-5^>>yfl:£SII?T-rsS^«SA 2 

0 0. S^SaB3 0 o*?>i-, 
[0 3 0 9] IBIS^B 1 0 0 1 1±. Di-%{bn > i: 
UTs 0 2 l^$:ffll^TiftB^b}tATRACK37^— 

df^-K c o n^m^-t^Ztt^ii'Wttj:^, 
[0 3 10] t-Ts S^^gA'IBts;i^MA»e.=i>7^>'V 

mss8 0 oi:ii4SiBA8 1 oiiTiftwr?). 

iSm^S 8 0 0 S^^BA 8 1 0(i. ISE^Siia^tg 
$:|g^T^■^)talL®$lJffll^ i^a-;i/8 O l , 8 l IF^lcjS 

iJiWb*:08o«iilsiB&^*5C. tb^r.^tii&§m«S^:^ 

LtUff-r?). ibis 
^a8 0 Oh, ff^^SAs 1 ott. ^n^n®$wi!!L 

ll*i;a-;i/8 0 1,81 1 ASiS.iH{!lSlliTT;U=)''JX 

[0311] I31t^a8 0 Oii. S^^SA 8 1 0 to 
fBSi?.IE©fi!l2:^. iBiS-^a8 0 Oi*icDftiJffi)^i^a-;i/ 
8 0 1lCi5l>Tx ^-^'^/S^ajt* U 8 0 2t:1S*rtUtA 
TRACK 37^-iJ'7T'l';i//!)»?)v fBlt^ao:^ ^^- 
^?:3p-K s t mT-Bf-^fb^ntn >-?>\ydr— : E (K 
stm. Kcon) ttzit. ^fctcBiB^ bt E K B7 r^f 
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;i/CD®St:ioT?Zf#nJtg'S:^r-Bg^=^- (KEK) T" 
Bi^<b$nfe=»>7^>>:;di^- : E (KEK, Kcon) 

';'=^r-KconS3lf«-r?>. 

[0 3 12] IBttSaS 0 Oii. B^gaA8 1 OtcD 
ti5^E^t^fi£bfc-b 3 >#-K s e s $fflV^T 
3>5^>';/:^— Kc onCD^|Bi^^b$:II^Tb, 4E£bfe 
Bg^ftT*-^' :E (Kses, Kcon) *fl4^aA 
8 1 0t:j${t1-?., H^^aAS 1 0{4. ©Jffllti^-i- 
10 ;i/8 1 1 ti5v^T. S^btB§^<b:3>7^>':/:^r-E 

(Kses, Kcon) ^'tyi^3>^—Ks e sX-'iS. 
^ bT 3 Vt' > y *5lf«-r ^ , 

[0.3 1 3] SiBibfe^iiA^s gBm^Mffl'JtiJU 

3>7^>'>'df-$;^t^bTSilt)tiib-r, cn$:ffJS 
■fe 3 >^-T-Oi^^b bTH^^Slcilf^-r S#i£T- 

So 

[0 3 14] iBm^afjiT-tta^jas^iifT-B- 

20 [0 3 1 5] C:CDi&S^<S:&ISI4 3CDgB{lf^a8 0 0 2: 

W^SaB 8 3 0 tCDF^comSt bTl5iB^1-i.o IBtt^ 
a8 0 0J±. ATRACK 35=^— -$'7T-f ;Ufp©«jajfb 
i^p_70.y/7 (EKB) M-i^BV (Sfelii^i^^U — 

Wi^{b:^-:rD-yd7 (EKB) $:!l%^b^ !NfS$nfcE 
KBSB^^BBS 3 Otil^/^-r?,. 
[0316] m±^mB 8 3 0 gB1t^a;b><^ E K B 

<£§$ib. ^toSSfe^ai*)CD;<* 'J. {^J^«E2PR0 
M (ex. 7-7 •;/->j-p{^: U) F^tClSftij bt-T^M-Y JX^^r 

30 (DKB) ^m^^x^mEKBoymm^mn 

b. *-Bt^^:^- (KEK) «r5lf#-#-5. 

[0 3 17] CdT, 7^-'WX:Sr— :rD>y^ (DKB) 

^7 (DKB) ©^S)5£S:iiiP^-rSo BuMbfeJ^^tC, Zi> 

y'i^yn^mm.m<o%'r)^>(7.\A. S4 4 (a) ^3^^■r 

'J -^ji®^iBfs<8E£©*Jw-r t)-^ •) - 7 e> ±{3l 
4 (a) fc:?x-r*5gy- KO-b';/ h 5 (SETS) {C^ 

J5S•t-S7^-'w;^a:^ u-7dp-tbTOKi 0 1, >— 

40 K:^-hbTKl 0, Kl*'?>, ;V-h+-Kroot 

— by ht«w-rs. 

[0 3 18] C:ne)£D^^r-tt> W ;^tC:fcV%-r D§^ 
^b^FnT7^>'W;^l*lC0^*Us e^JiliE 2PR0M(C1S 

e>1f^>'-K (ex. -y-T-^T^rJU-^-K) ^fett^U 
- b*T-©:ir~l3m»1-2.=^— b <;/ h CDBg^^b^— b 
h*Sx>'W;:^:^r-7'D -V (DKB) X-h^o 
50 [0 3 1 9] 7^-'W;^^-7'D->^' (DKB) CDt^-^* 
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m^0i^^4 4 (b) izmto 04 4 (b) iZTT^tJ^"? 
-T'Bt^^bL^:7^-^i:^ *)-y^—^y'f^'<:^ (e 

T^vW;^ (ex. n^mm) z.a^T'n^T.^- 
■:ruv'7 (DKB) ffiOEnc (Kstd, Klea 
f) @#cd;^ hU-i^*- : K s t d«:ffil^■r«^ 
U 'J-7:^r-Kleaf ^Bsitf ^e>l3. 5l?fbfc 
iJ-7^-K 1 e af $:fflV^TllS^4®Bt^^b>'-^*^ 10 

D>;;^ (DKB) {Ctt, 'J-^OttSiJ^^tfeS U— 7 I 

[0 3 2 01 T^^W^Bf©;^ M^-i^=^-tts S-fef 

^^3.7:^=^') (ex. SAM) Si'v fe«> 

v^(i'J-7 I D t*-^v^•CAR«)^>Cli:®■^t6'Et^^lfiKfc b 

1S«rt^nfe^;^^-^-Kma s lca-:30T I D 
^C?^■rS''^i'2/JL^:®fflb^ Kstd = hash (Km 
as, 'J— 7 ID) t bTSRto^tflBEi: bTt iV"*. 

[0 3 2 1] 1214 3t:S-3-r3>7^><>'dr-«15lftmii 
Olft^^ig^ltS. SBUb^SS 0 0*»e.W»<b=^r-7'D s; 
i7 (EKB) ^SfSbtS^^MB 8 3 Oti. 
i— ;l/8 3 ltC^J^,^•T:^ p<^^'J 8 3 2tClS*flbfc7^-'^'r 

(DKB) ©fI^lCJ:-p-C?#e.na^- 30 

K-^-, ;i/-hdp-^«riifflbTEKBtc:<t5Bi^<b 
^nt^^r-ng^'fb^- (KEK) ^5lf#-ri>. EKB® 
SaS^iitis $felc|215fe.5V^»iS9 SrfflV'TiaBJbfei: 

[0 3 2 2] II4SSB 8 3 0 ttx WJ»ib*— T'D 

(EKB) £DW!!S^C<toT^^f bfe:*-- flg^^b^— (K 
EK) $6.tC. IBtt^M 8 0 0 bfcBg 

^'fb3>7^>'>':^— : E (KEK, Kc on) ©fS^KQi 

a%ll^Tb■^::^ ^T^vu^*— *3i»-r?>. 

[ 0 3 2 3] ^4 SCDH^^gBS 3 Oro/^r'J 40 

(E 2 PROM) 8 3 2{ClSlJ^$tLt'f-->-\'-'l'EKB 

tt, T^n-r;^ (ii^^sB8 3 0) ic^«D*»e>«*rt$ti. 
sfai^ibbfeEKB^r-f;!/^*)^^ 0y;t^^^ BuiS^s 

^tcitatcisiflsnsB&^ib^-T^D i/x-hio 

[ 0 3 2 4] KOJt-:?:^?— *5K 0 

lT-$>tL(iK0 lX-ti^it$titz)\'-h^- : Enc 
(KO 1, Kr oot) *^^'-->-\'-'l'EKBi:,bTlSlJS 50 
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7=yw;^(ii'='> + -'VEKB®®St t);^- 
CJ:o-CBg^'fb$nfe='P-Bt^<b:^r- (KEK) «r1Stt 
b^:EKB^§IIbfc«^lC{±. -i -'>^r}i^EKBifi^ 
mz)\^- h^-^^^'X^-m^it^~ (KEK) S5l 

[0 3 2 5] tta. -f-S^ + ^l/EKBtt. l0(7)*7':J 

S^tfttPS^-fx SIS®3tj7^3- 'J Fleets Hfi|fi£b 

^-Kif-KOlx 3>7^>*>ll4«ltlS:^^PC®* 
>-5^=f'J ^— h'©^— K^-S:K 1 0^ ^>>vh9 — 

li:bfci:#s c:nf>©&7=''W;^lc^*!)x Enc (K 
01, Kroot). Enc (K10, Kroot)> 
Enc (Kll, Kroot)®3 a«©Bi^'fb;i'- h 
^ — teJft b -f — •> E K B iS^ b T t±5?^ t" S ^ 

fflojllJStBi^lbn >^>'OE{IS:?T*t -5 t #RlSgi: 

[0 3 2 6] I14 5tc, S^^S^pt^'J (ex. E2 
PROM) lC7^Mi';;^dp-7"D (DKB) i:> 'f - 
•>-\';i/EKBi:bTg3^§x SBW^mco^mt^- 
ra-yi/ (EKB) 41S*flb:tlfJ5E^J5r5'^-r. ^ 
4 6 (;:cmf>co^-7'P SrfJffl bfc3 ^■x > 

[0 3 2 7] 04 5C01llsE^c-:>V^-Cl5iB^-rSo t/U :^ 
(ex. IBfiS^S) ttv 114 5 (a) (7:> U -7 
-r^7^^W;^T-ic)?). >;/'J-«B)oCD^8ISg(c«fi£^n 
rf 'J — — K K n 8 ©* — tia-r i>7^/^-f 
;^T'feS. T^MM^vlCtt. (b) t7f^■rEn c (K s t 
d, Kleaf)~Enc (Kleaf. Kn8) (D^r 
7"P (DKB) A'lSlft^na. COfiSfiE 
l±, 5fetSi^bfeDKBi:PI«T-ifeSAS> U-^^P-t 

-®iI±CDy- b'^-Kn4 7*>^A7^:J'J-^— h'=^ 
-ffei>Kn SST-CO^-t bt^SiSt^Fn^, 
[0 3 2 81 $6.tw. •7^A'f;:^H:. iB^^s W^fflO 
MMt^—yo-y'? (EKB) $:«Sb^ SBWt^/W 

4ffl®*3ai<b=^-7'a>;;i' (EKB) iif'/w:^*-:^ 
D-jfi7 (DKB) hOjfflatJ:?)P>7^>'>'=^— Kco 
n^lSff bTx 3>7^>>yoa^v B§^{b«:^^T-t2). 
[0329] 046 IC. 045 (b)©DKB. EKB 

\>^x%i7t^7.7-^ifr^7Mr. *r;^7^-;'rs4 6 0 1 

i^d^-Ks td$Wtii-r?>. ;^ M'-i^^'F-Ks td 
li^ I D^ca■:3V^TT^-'W^(f®-b=^^J■7';<*'J 



( 34 ) jfH2 0 0 2- 1 0 8 7 1 0 

--||=" -■■ — ■ 

-Kmasi;'J-7lDlcS^V%T»ai-rSo ^-T'P'V^ (EKB) izx^ x^mt ^titzm^im 
[0 3 3 01 ifctc. S4 6 0 2^ci5v^■r, T^hu-i^^ siR^nfciE^'EtT^M'r ;^^c*5v^•cco^^>^^^p^t 

— Ks t dk:S^^^t:7^>'^•<;^^-:/D•v^7 (DKB) «|E£i:LTs •fe^raUT'-f ©Sv^f©^^^yla^ fe5V>{± 

fDiaSx -fJEcfct^Enc (Kstd, Kleaf) 0{S 3 >7->'>'Em£^:^r^AAs||3S$n?>. 

^S*fTb. U-^^^r- ^^i*2>. S4 6 0 3t: [0 3 3 5] $C>lc, *%B^C0ti«fil31->;:^7^ A*5 J; V 

^3V^Ts 'J— 1 e af ^^S•:5^^•r7^-'^^';^*- ;&^tJ:n«v B|5^b^>T^>©^I^^Cffl^^?)lli^ 

7'P«yi5' (DKB) t&b-^Enc (K 1 e a ViMm (^±:kJist-=± 'tnLSL(0mi:,-^:3>'r>^if<D 

f, Kn8) ©«^;fe^ffU *?:f'J — '-h-:^r-'£ 'v.y^rfj|^il3t^SI|ii U -t® 1 ^*«m=^-:7"D 

DKBtts 'J-7dr-{Cj:t)ifi}gllg^{b^nfc (EKB) Id J;oTt««^nSBi^atc J;2.Bf-^{b7^- 

[0 3 3 1 ] *t^x :^7^-;^:/S4 6 0 4lCi5V>Tx ■ ASpItgi;'E£2>o 

Kdr-Kn8*>?>EKB5asS^ff )ii»:ii5(4©y- [^a©®#'tei5iWl 

K^-^S^to-C^ «±Ci^-T-fc?);i'-h=^r-«:SCtii-r [01] *%B^®tiia«lS->;^7^ACDffiffl«!UI:4BiB?1- 

>^7=->y7'S4 6 0 5K:*5V^-rx ^S^it^—^ i.E|-CfeS. 

u-^i' (EKB) (3DMSlc:J;oTa<tofc.'l^-h+-Kr [S2] :*:%B^©m$IHJLa'>:^-5" A®i^:^7^A«]5E0di> 

oot^&ffl^^TEnc (Kroot, KEK)©fg^ffl. iiUy^-'i'^i&m^mrmX'^h. 

31S:llfTbT^-Bt^'fb^-KEK«:5R«)S. g^t:^ [03] *IB?8<Z>tiS«j(!lSi>'::^7^Atii5J^ ^.#«=^-^ 

T^'^T-s 4 6 0 6tj3t>-r. Kffbfe^— iis^<b=^— K 20 5=— ^®©^^b^^laK:o^^TSi?8■r ?> '^'j -wanaT-fe 

EK^rfflVT. n>7=^><>'7=— ^'tCNIffiUfeT^— ^'^^fC So 

^Jft^rtlfcEnc (KEK, Kcon) ©fl^fitSS:* [12 4] *^B^©ttffiffl!S->;^5^ AlCjJJt S^a^p-. 

^f LT=J>7=->'>+-Kcon^Hffri)o 7^— 5'©iE?1itffiffl3Fn5«JaKb:^— T'o ■vf (EK 

[0 3 3 2] 04 5 (b) tC7f^■rWJa^b^-ro•y{' B) CD^J&^st-ET-fe?)o 

(EKB) {igBtiflffl©EKBT-ife?.*^ t«'!7'&;3> [E15] *^B^C0t»^ffl,?l->;^-7"AiZiJW?)3 Vt^VU/ 

7^>>>'*7'>'W;^tC^''i'>D-H1-2>l^tC. -^^WnVT^ ^— ©WJa^b^— 7"D i7 (EKB) S;^^^^^^^^!! 

>'y^c^^^t;■r•l>EKB$et-&•r^'>>p-^'b^ 3>5^ h'i§.^^mm^7f^t^X'$>-^o 

>'^{::^ri>(tltTEKBfe^* UlClSlfrtL. ^Vt^VJ/ 1^6] 3^5gB^©tt^iaiI->>l5^ AtCiJlt SWXfjfbdf- 
COS^B^lC^J'-'J'VD— K Lfc3>5^>'>Wl&CDEKBlC ya^y^ (EKB) (Dy >y hmtiTTsi-mx-^^. 
^L,Tia4 6«jaiS4^^f-rSCi:t.°lHtT-$)i>. * 30 [H 7 ] *#6B^CDtg|gJa3->;^7^ AtiSt* **SI)^b='f^- 
fe. 04 5 (b) tC^i-T^/W^^— rp y^' (DK rP-y^' (EKB) ©^'■5^©fl!J3tSlttB|-r5lllT-feS. 
B) it. ±teA^e>8fg©y-KKn8©y-K^-*T- [138] *^BScr>m*llj&;S>':^7^ AlCiSit W!^!)^b=s^- 
$:i^^g 'J -7 :^r-T-nf^'fb bfev^-^ ?r D K BCDBt-^lb T'P-;'^ (EKB) iis 3>7^>';/^-x ayy-y^y^ 

li. ^Fp>fc:±tix fesv>i±Ttt*T-®^-K=^r-fcb-r [129] *%wofllfll^aa^';^7^At^5^^5WS!J^b=^- 
4,J:l,^. y^D-v^ (EKB) 3>7^>>V^-> rJV-T^V'VS: 
[0 3 3 3] W±x !t*^CDlliEff!l£#fiSb'&3!)5c,, ef-frTEd bfcig^©5=-' W ;^T-©ffiS{?"J«:S"N-rHT-$) 
B§tc-:?lvTi¥<»bTgfeo bJiPbfeA*?). *^Ba©Sif 5o 

^j@fl(ib^&:v^^fflT•^3!l«A*ISII^E^«©^tiE■^RJl*EK [010] *%M©m««lSi/:^xAt:i3ltS*S!j{b^ 
bff 5^i:<iiB^-e*?.. -r^ei5*>s ^J^^i:l^off$^-e 40 -yay^ (EKB) i:rj>7^>';^*g3^J«{*{c1Stflb 

:$:^Bj5*^^^bT§fc©T•fe*)^ ^^fl>3tc^8?$ ti.S'^ 3tiy|6©^^&^cc?l^■ri^iB^•r SElT-fe*., 

tt-tt'io, 2p:%B^©gg&f<J»Tl-i.fe»fc:tt. Isit [011] *^?S®«$8«!LS5^;<7^Ati5tt*PS®->'J 

i3i» b fei^ rpis ©HHwffl s § T- a . -«ii© * 7^ =f 'J * ittwi- ?> ST- % . 

[0 3 3 4] [012] *^B^©tSffimJii>:?^xAlCi3JtSfBlilS{bW 
[^B^WjaS] IttB^b/ii^t. *#6B^©mig«!l >a<b=5r-rD-v<:7 (EKB) ©^EHiaS^riftWr 2)0-C 
a•>;^7^ A jo J: J;n«, SgSt©7^-'W::^$:y- fcSo 

7i:bT«fi£bfe';"J-©-'i'-h6»e>U-7ST-©''^;^ [0131 *%B^©tSfR«!fS'>:^7'At4iilt?.««!){b^ 

±©;U-h. 43J:l5'J-7lcS>^:Jr-$:MJc>ft -yoyi^ (EKB) ©^5£J@fi$:l»B^-r?)llT-fc?). 

{^fc^->y'j-*«fi£-r-&''^;^±©Si&f^-v *5<tu^T [0 1 4] *i6B^©tifSj8i.ii->;^5^Atc4=5tt2)^iiii<b« 

{i[:^r-lCJ:S±ffi^-©Bt^<biI!!.a7^-^'S:^tr«ia)fb 50 m^-rp-;''^ (EKB) SiftBS-T SST-fe 



( 35 ) 



67 



[015] *^B^(Z)ft?IliJiSi£^;^5^At::fclj-5fl^^B 
[017] *^B^©miii!Q!se^;^7^Aici3»tsiBm^e 

CD 7 7 «;/ a ^ * U t: K« ? n 7^- ^ itt Wr 5 » 
[018] *:^BJ®tf$gffl,Ji'>;^7"A(Ci3Wi>ll^mgi 

[02 0] :$^^Bmmmm~>7.y'Aizin-^^m&'em 

[02 1] :$:«B^CDtfffi«l312^X7^Atii3lt?.7^-'J'7 

;K3D7^- ^ J: !5 PP^t g^1-0T- 2> . 
[02 2] *^B^(7)+t?g{aSi';^7^AtC*3j^?>7=-^'7 

[02 3] *«B^®tS«i«!.SI$^:^^At*3{tS7'— J'? 

7■^•;^©)s^4's.;/^*(7^-g|5S?^■r0T■$)i)o 20 

[02 4] *^BS©tf?RiSlS~>;^7^A(Ci5»tS€:— 

[02 5] *:»B^®tf?gjail->;:^7^Atz*5tj-S3t-$'J 
WtSfR$ifta^-r5fe«>©0T-$.2.o 
[02 6] *^B^©titfBi8IrS*>;^7^A(C*5(j-€.7=— ^7 

[02 7] 2|s:»£BG)tS?RilD.Si';^^AlCiJltS7^— 
7' -r ;K3D&7^— V i/<D^ yV S: BSII0T- 

[02 8] *^B^CD^flifflSS^;^7^A(Ci3ttS7*— i'lB 30 
ftKia 7 O — £ ^ ^ 0 T- S « 

[02 9] *:^B^®tS$gi!!lil->;^7^AlCi3l,>TjSffl'5I^ 
^5: ffl 5 IS IE jiOfJl T 0 T- . 

[03 0] 2|s:^B^®tS^ijlil^';:^7^A{::*5(tS-?— J'S 

[03 1] *^B^®m?Ri(!!!?i->;^7^A(cib'»ti)iE{i®l*F 

[03 2] *:»B^tDif?gj?lS'>;^7^A{C*W€)7^-'J'<S 

[03 3] *%BJ©«fg5!l?Ii>;^7^A(wib-(^i>^-WJa 40 
<tyO'^^ (EKB) ^(gfflLfc7^-^a-?«lS7P- 

[03 4] :^mmmmmmu^'rAizin^i>^mt^ 

— ro.>v>P (EKBt i:^ ^.iiE^-«:f?f-y-TiE{i1-?.7^ 
-^'filfiEiis 7^>'W;^T-©5D.St^J 5:^x1-0 (-^©1) T- 

[03 5] 2|R»W©m«i5iai':^v^Ati5W5Wa{b+ 
-T-D-:;^ (EKB) WM.^-^m'±Xm^t 

— j'ffifiEtx 7^^w7xT-©i!aiitfy&^"s-r0 (-^©2) t- 

50 
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[03 6] *%B^Off$gjaS^';^-rAt:i5(ti)fgS!^* 

So 

[03 7] *^B^©tS^j!Q;S->:^7^Ak:i5V^Ti®fl!qitg 
^e-OT^^UT^-f -^z^-j^m (ICV) ©^B£{cffiffl 
-r M A C ffi^fiS,^ 0T- S . 

[03 8] :*:«W©tf«*aai^X7^AK:i3lti.'f 
ijT^-f •^^xs/iJ'ffi (ICV) ©1S*ft«l«S:iliW1-S0 

[03 9] *^B^©|S^S[iai^:^7^Ati5lt?>MACffl 

[04 0] *S6B^©tf$R«!iS->:^7"A{:::fc(tS I CVS: 
[04 1 ] *»Ra©ma«lSi^;^7^At:i3»t5 I CV5^ 
[04 2] *%Rg©tf^j2lSv';^7^Ati3l.>T-C§J;-5 

[04 3] *%B^©tg^jais->7,v^A{ri3(t5*— w^ai 

ityav> (EKB) $:ffll,'>t3>7^>«>'+— ©gif^ja 

[04 4] *»B9©ttffi^aSi^;^7"Ati5^^Tfilffl^i^ 
S7^-'W;^:^-7'D.;;^ (DKB) ©ffitRt^V^TSiW 

[04 5] *»^©tilffiai3i'>;^7^At::*5lti.7^'W::^ 

:^r-:^D>y^7 (DKB) , ^-^^itro (EK 
B) ©t&lJ^ffifi£{?!lS^>-r5 0T-feS. 
[04 6] *^?§©ttlll5Q(31i^;:^7^Alci5lti>r'''W^. 
if-ro-y i^ (DKB) ^ ^--^mtyo yi? (EK 

0T-^?>. 
[^^©IftB^] 

10 3>7^>yiEe#fft 

1 1 ^yi'-^T^y h 
1 2 WMiKiJI 

1 3 mi^Mm 

14 ^r^>fT 

2 0 T^-^'SQ-S^S 

2 1 /^-v:^-;i/a>b:a-^ (PC) 

2 2 ;}T-^'7';i'7=n'f ;^ (PD) 
2 3 PDA 

2 4 iSfiS^S^ -y-AJS* 

2 5 H^^g 

3 0 im^m 

100 /t-v-^;i/3>ti-^ (PC) 

2 0 0 B^^S 

3 0 0 ig«^S 

6 0 1 J<i — i^3> 
6 0 2 7^7";^ 
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6 0 3 7^-^/t?'r>^ 
6 0 4 ^'iJ^Ttt-r 
60 5 S«5K-f>-J' 
6 0 6 =r-9^ 
6 0 7 ^ ^^SB 
6 0 8 S^g 

3 3,4 3 SiJIBI^i^i-;!/ 
5 0, 6 0 'J* h 

5 1,61 IBit^--;' h 
5 2,6 2 a^glt/ill^^i-^/ h 
5 3,6 3 ^mSM.=i--v Y 
5 4, 7 4 yi&m\>/''&^=i.-vY 
5 5,6 5 Vm=i-~^y V 



10 



70 



3 4 7-7 'V ^apt^^U 

4 4 iiift^ 

4 5 ffiSS/f^R^ 

4 6 ;^tf-* 

4 9 / ^ U 

8 0 0 IBtt^S 
8 0 1 

8 0 2 7 5»y>a^^>J 

8 1 0 S^^MA 

8 1 1 ^Jflll^ J^a-;!/ . 

8 3 0 S^^SB 

8 3 1 »J»*5;a— ;i/ 

8 3 2 p{ ^ y 



[SI] 



[Sll 0] 




I © 
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[114] 



[116] 



(A) 4r)a<b^7av»(EKB:&ial>llnB K>y Block) «1 



603 



/<— i;a>(V»r»ion):t 






0 


Enc(K(t)0. K(t)R) 


oo 


Eno(K(t)00. K(t)O) 


ODD 


EnoCKOOO. K(t)OO) 


001 


Enc(K(t)001. K(t>00) 


O010 


ene(K0010. K(0OO1) 


^5ttfb^— :^ClV^(EKB:enBblInB Key Bloek) fil2 




> l?a> (Version) : t 






ooo 


Ehe(KOO0» K(t)OO) 


001 


En6(K(t>001. K(OOO) 


0010 


EneCKDOIO. K(0001) 



605 



(veralon) 


(depth) 


(0«ta pointer) 


(Tag pofnier) 


(Slsnnture polntor) 


(rasetved) 


T-^i»(E(kO. Krool). ...) 


5r>faC(0. Ol. CI. 1). 


(Signature) 



602 



604 



607 



608 



[HI 8] 



[02 4] 



NM1 -S 



NM2-S 



TRKTBL 



INF-S 



bK7 : ATRACK30*— F 
bite. 5. 4:3bltC!>Ntt^ 



N 

7 

6 

S 

4 

3 

2 

1 

D 



HQ 47mjii 
58iiiia 
64miD 
Blniji 
90nilii 
128niio 

256mio 



EX 
SP 



LP 



0:Dual 

14«kbps 
132kbpa 
IQSkbpe 

47klips 
33kbps 



1 : Joint 



SU /Wh 

31SU 512 

3BSU 424 

42SU 3B4 

53SU 304 

S95U 272 

li4SU in 

1}9SU 136 
1695U 96 



bK3:Raserved 

bit2:x— 

bft1:l|^SKIP 



0:OFF 



1:SWP 

1:ON(50/15jiS) 



LIS ) 



itfPB2 0 0 2-1 0 8 7 1 0 



[mi 9] 



/ 1— J?a> CVomlon) : I 






OOO 


EnoCKOOO. K(t)tSO) 


001 


Eno(K(l}O01. K(0OO} 


0010 


EnoCKOOIO. KCOOOI) 


Enc(K(0OQ. KCOeon) 



NM1-S 
NM2— S 
TRKINF 
PRTINF 



INF 



ATRACK3DATA 



Headar 



[137] 



ATRACK3DATA 




(b) 

^M^—t^DT^CEKB: EnabBns Koy Blook> 









Enc(Krt>a K(t>R) 


|o. 1) 


Enc(K(t>00. K(t)0} 


fO. 0] 


Enc(KOOO. K(OOO) 


n. 1) 


Enc(K(0001. K(OOO) 




Enc(KD010. KCOOOI ) 


<1. 11 



EnoCKCOOL K(OR), Ene(K(0OO. K(t>0). _. 

10. II. la o|, !i. i)_ 



[02 2] 



O ^ 234567BfiABCDEF 



OxOOOO 


BLKID 


-HDD 




Mood» 


Rc9»rvrd 


BLOCK 8ERIAL 


0x0010 


N1C+L 


N2C4L 


INFGIZE 


T-PRT 


T-SU 


INX 1 XT 


0x0020 


NM1-G(25e) 




OkO120 


NM2-S(612) 










0x0310 
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ims] 



(•) 



B03 



Enc(EKB. KEK) 



802 



801 



EneCKEK Keon> 



EhoCKeorv ConlwtO 



<b) 

806 






EncCKEK Kban) 


EhcCKoon. Contotitl) 










EneCEKa KEK) 


4 




&e(KEK. Koon) 


EncCKeon. Contont2) 






\ 














Ehe<KEK Keon) 


BneCKoon. Contents) 



(-)W«fl:*- 

:/D:3r^(EKa) 



EneCKOOO. K(OOO) 



Ene(R(0OO1. K(1)00) 



EneCKOOlO, K(t)001> 



KEK( KEG= K(0 OO) Tf 



Eno(K(t)00. K«en) 



KOOO 



EKBtta 



K(t)00 



M —I 



EnoCKcon, Oorttont) 



xA-f;io 



CE12 3] 



0xO320 


RoMrv»d(3) ] EKI | EKB veraion 


£(K6ln 


f\, Keon) 






OxO330 


ECKEKn. Koon) 


C_MAC[n] 




R«Mrved<B) 






L.T 


FNo 


0xO350 


MQ(D)S ERIAL- nnnCUpiEwr) 


MG(D) SERIAL- nnn( Lower) 


0x0300 


CONNUM 1 YMDhtns— 8 


YMDhm»— E 


xcc 


CT 


1 CC 


CN 



[@2 6] 



Dx037O 


PRTSIZE 


PRTKEY 


Rje»©rv©d(8) 


0x038O 




CONNUMO 1 PRTSfZECOxOSeS) 


PRTKEY 


0x0390 




Reasrvod(8) 


CONNUMO 



( 40 ) 



^^B{|2 0 0 2- 1 0 8 7 1 0 



[@1 1 ] 




S3501 



as:) 



mi 2] 



1 4] 




[02 5] 







(o. o. 11 




\o, 1. ol 




ro. 1. 0} 




(1. O. 0) 




(O. 1. o) 




(a, 1. 0) 




fo, 1. 0) 




it, O, 0) 




(1. 1, IJ 


Eno(K«, K(0O) 


(1. 1. ll 


Ene(K& K(t)0> 


n. 1. 11 


Eno(ig. KlOrooO 





(b) 



bll7:3fcr-|^7J 0:3fcr— *|jt 1:3tf~^ 

00:at?-Sijt oi:3fcr-»itttH 10:ae— 

OO:L0VQt1O(Non— MG) 1:U»v»n 
02 : L»vel2 1 1 : Reservod 

bitl. 0:Reaervad 



( 41 ) 



iRfga2 002-108710 



[01 3] 








- 10. 0) 


Enc(K(0O. KCOrooO 


. <0. 1) 


Enc(K(t)1. K(OrooO 


■ <o. 1> 


Enc{K(0OO. K(00) 


■ (1.01 
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